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PaccmoTtpeB npegcraBneHne npokypopa OkTabpbckoro panoHa Bonrorpagckon
obnactn ot 26.03.2024 ropa Ne 7-52-2024, nocTtynuBllee B agpec agMUHUCTpaLnn
XKyTOBCKOro Cenbckoro nocenieHusi, pykoBoacTBydAcb depeparnbHbiM 3akOHOM OT 27
nons 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX»

NMOCTAHOBIAIO:

1. Y1BepauTb npunaraemoe [lonoxeHne o6 onpeaeneHun yrpo3 6e3onacHoCTH
nepcoHanbHbIX AaHHbIX Npu  ux o06paboTke B  WH(POPMALMOHHBIX CUCTEMAX
NepcoHanbHblX AaHHbIX B agMuHUCTpauun XKyTOBCKOrO CENbCKOro  MoceneHuns
OkTa6pbCKOro MyHMLUMNanbHOro panoHa Bonrorpagckon obnactu.

2. HacTosilwee noctaHOBNeHWe BCTynaeT B CUy C MOMEHTa ero oouumanbHOro
obHapogoBaHus.

MmaBa XXyToBckoro
CernbCKOoro noceneHus E.U.lLaTtepknHa



YTBEpXKAEHO: NOCTaHOBJIEHNEM
agMuHucTpaumm  XKyTOBCKOrO  CEeNibCKOro
noceneHnsa OKTABGPLCKOro MyHMLMNANbHOMO
panoHa Bonrorpagckon  obnactm ot
29.03.2024 Ne16

MonoxeHune
06 onpegeneHnmn yrpo3 6e30nacHOCTV NepPCcoHanbHbIX 4aHHbIX NpU nx obpaboTke B
NHOPMALMNOHHBIX CUCTEMAX NEePCOHarbHbIX AaHHbLIX B aAMUHUCTPaLmMmn XKyTOBCKOro
cenbckoro nocenennst OKTA6PLCKOro MyHULMMNANbLHOIo paoHa
Bonrorpaackon obnactu

Onpegenexnsa

B HacTosiwem [OOKyMEeHTe WCMomb3ylTcs  crnegylolme TepMUHbl U UX
onpeneneHus.

ABTOMaTVI3VIDOBaHHaﬂ cncrema - CUCTeMa, COoCTodAana U3 nepcoHalna ¢
KOMMeKca cpeacrte aBTomMaTtmn3auunm ero OeATeNIbHOCTH, peanunisytowiad
VIH(bOpMaLWIOHHyI-O TEXHONOINKO BbINMOJIHEHNA YCTAHOBJIEHHbIX C*)yHKLlVIVI.

AyTeHTVI(bVIKaU,VIFI oTnpaBuTend AaHHbIX - NOATBEPXAEHNE TOro, YTO OTNPAaBUTENb
NoJTy4eHHbIX AaHHbIX COOTBETCTBYET 3adABJIEHHOMY.

BesonacHocTb  nepcoHanbHbIX  AaHHbIX -  COCTOSIHME  3alUMLLEHHOCTM
NnepcoHanbHbIX  AaHHbIX,  XapakTepusyemoe  CrnocobHOCTbIO  Monb3oBaTenen,
TEXHUYECKNX cpencTs " NHPOPMaLNOHHBIX TEeXHOSornm obecneunTb
KOHpMAEHUMANbHOCTb, LIEMNOCTHOCTb M AOCTYMHOCTb MEePCOHanbHbIX AaHHbIX MPU UX
06paboTke B MHPOPMALIMOHHbIX CUCTEMAX NEPCOHarbHbIX AaHHbIX.

BruomeTpuyeckne nepcoHanbHble AaHHble - CBEAEHWs, KOTOPblE XapakTepusyrT
duanonornyeckne ocobeHHOCTN YerioBeka U Ha OCHOBE KOTOPbIX MOXHO YCTaHOBUTb
ero NMYHOCTb, BKMoYas doTorpacdmm, otneyaTtks nanbueB, obpa3 ceTyaTku rnasa,
0COBEHHOCTN CTPOEHUs Tena u Apyryto NogobHy MHGOpMaUuIo.

BrnokupoBaHMe nepcoHanbHbIX [AaHHbIX - BpPeMeHHOoe MpekpalweHne cbopa,
cucTeMaTtu3aunn, HaKoMfeHUsl, WUCMOoNb30BaHUS, pPacrnpoCTpPaHeHUsl, MNepCcoHanbHbIX
AaHHbIX, B TOM Yucre ux nepegayw.

Bupyc (KoMnblOTEPHLINA, NPOrPaMMHbIA) - UCMOMHAEMbIN NPOrpamMMHbIA KoL, UNu
NHTEepnpeTUpyeMbIN Habop NHCTPYKLINWA, obnaparowmin CBOWCTBaMU
HEeCaHKLMOHNPOBAHHOIO pacnpoCcTpaHeHnss wu camoBocnpousseaeHnd. CosaaHHble
aybnukaTbl KOMMbIOTEPHOrO BMpyca He Bcerga coBrnagatT C  OpUrMHanioMm, Ho
COXpaHsaT CNOCOBHOCTb K AanbHenwemy pacnpoCTpaHeHu1to n
CaMOBOCMPOUN3BELEHMIO.

BpenoHocHas nporpamma - nporpamma, npegHasHadeHHasi Ans ocyLlecTBNeHUs
HeCcaHKLMOHMPOBAHHOMO AoCTyna u (Mnun) Bo3nencTBUsS Ha NepcoHarbHble AaHHbIE UMK
pecypcbl MHPOPMALMOHHON CUCTEMbI NEPCOHANbHbIX AaHHbIX.

BcnomoraTtenbHble TEXHUYECKME CpeacTBa U CUCTEMbI - TEXHUYECKME CpeacTBa U
CUCTEMbI, HE NpeaHa3Ha4YeHHble Ans nepeaayn, obpaboTkm 1 XxpaHeHUs NepcoHarnbHbIX
AaHHbIX, yCTaHaBNMBaeMble COBMECTHO C TEXHUYECKUMWU CpeacTBamMu M cucTemamu,
npegHasHa4YeHHbIMU Ans 00paboTKkM MepcoHarnbHbIX AAHHLIX UMW B MOMELLEHUSIX, B
KOTOPbIX YCTAHOBMNEHbI MHOPMALIMOHHbIE CUCTEMbI NEPCOHANbHbLIX AaHHbIX.

Hdoctyn B onepauuoHHYO cpedy KomnbioTepa (MH(POPMaAUMOHHON CUCTEMDI
nepcoHanbHbIX AAaHHbIX) - NOMy4YeHNEe BO3MOXHOCTW 3anyCcka Ha BbIMNOSIHEHNE LUTATHbIX



koMaHAd, OYHKUWIA, npoueayp onepauyoHHOMW cUCTEMbI (YHUYTOXEHMS, KOMMPOBaAHMS,
nepemMeLLeHns 1 T.M.), UCMOSNHSAEMbIX dalnfioB NPUKNaaHbIX NPorpaMm.

Hdoctyn K wuHoOpMauum - BO3MOXHOCTb MOMyyYyeHna wuHdopMauum wn ee
NCMNONb30BaHMS.

3aknagoyHoe YCTPOMUCTBO - 3fIEMEHT CpeacTtBa ChbemMa WHGOopMauuu, CKPbITHO
BHeApsieMbl  (3aknagbiBaeMbli UMW BHOCUMMbIA) B MecTa BO3MOXHOMO Cbema
MHopMauun (B TOM 4UCre B OrpaxaeHue, KOHCTPYKuMo, obopyaoBaHue, npeameTsbl
WHTEepbepa, TPaHCMNOPTHbIE CPeacTBa, a TakKe B TEXHWYECKMEe cpeacrtBa U CUCTEMBbI
0bpaboTkn mHdopmauumn). 3awmwaemas NHpopMaumnsa - MHopMauus, SABNAKLWAACA
npegMeTomM COBCTBEHHOCTU M NoAfiexallasa 3awuTte B COOTBETCTBUM C TpeboBaHMSAMHU
NpaBOBbIX [OOKYMEHTOB wunu TpeboBaHUAMMK, YyCTaHaBNMBaeMbiMWU COOGCTBEHHUKOM
nHopmauum.

NaeHTudukaums - npucBoeHne cydobektam n obbektam gocTyna ngeHtudgukatopa
n (MNKn) cpaBHEHWE nNpeabsBrsSEMOro uaeHtTudukatopa C nepedHeM MPUCBOEHHbIX
NOEHTUPUKATOPOB.

MHdpopmaTMBHBIN  curHanm - 3MfeKTpUYEeCKUe  CuUrHasnbl,  akyCcTUdeckue,
3NEeKTPOMarHUTHbIe 1 Apyrme usnyeckme nosns, No napameTpam KOTOPbIX MOXET BbITb
packpbITa KOH(pmnaeHumanbHasa NHpopMaLma (nepcoHanbHbIEe AaHHbIe)

obpabaTtbiBaemasi B MUHOPMaLMOHHON cucTeMe NepPCoHarnbHbIX AaHHbIX.

NHopmaumoHHasa cuctema nepcoHanbHbixX gaHHblx (MCIOH) - tHdopMaunoHHas
cuctema, npegcrtaensiowas  cobon  COBOKYMHOCTb  MEPCOHalbHbIX  AaHHbIX,
cogepxalumxcs B 6ase gaHHbIX, a Takke MHPOPMALMOHHBIX TEXHOMOIMIA N TEXHNUYECKMX
CpPeACTB, MO3BOMSKOWMX OCYLLECTBMASATL 00paboTKy TakMx NepcoHanbHbIX OaHHbIX C
MCnonb3oBaHMEM CpeacTB aBToOMaTU3aunm nnmn 6e3 Ncnonb3oBaHUsA TaknX CPeacTB.

MHdopMaLUMOHHbIE TEXHOMOMMKU - NMPOLECChbl, MeToabl Noucka, cbopa, XxpaHeHus,
obpaboTKkn, npenocTaBneHusi, pacnpocTpaHeHuss uHdopmMauum U Cnocobbl
OCYLLIECTBNEHNSA TaKMX MPOLLECCOB N METOO0B.

Ncnonb3oBaHne  nepcoHarnbHbIX  OaHHbIX -  OencTeBus  (onepaumm) C
nepcoHanbHbIMU AaHHbIMU, COBEpLUAeMble ONepaTopoM B LIENSAX NMPUHATUS peLleHui
UNN COBEpPLUEHUS WHbIX [OEWCTBUIA, MOPOXAALWMX HpUaMYeckue nocneactsns B
OTHOLLEHUM CcyObekTa MepcoHanbHbIX AaHHbIX UM APYrMX nuy nnbo MHbIM obpasom
3aTparmBaroLwmux npasa n ceoboabl cybbekTa nepcoHanbHbIX AaHHbIX UMW APYTUX N,

NcTouHMK yrposbl 6e3onacHoCTU nHdopmaumm - cybbekT gocTyna, maTepuanbHbIn
00beKT MnNn uamyeckoe sBreHNe, ABMAKWMECA NPUYNHON BO3HUKHOBEHUS YrpO3bl
B6e3onacHocTn nHdopmMauumn.

KoHTponvpyemasi 3oHa - MPOCTPAHCTBO (TeppuTopus, 3[4aHue, 4acTb 3OaHus,
NMOMELLIEHNE), B KOTOPOM WCKITHOYEHO HEKOHTpONMpyeMoe npebbiBaHNEe MOCTOPOHHUX
N1L, a Takke TPaHCMOPTHbIX, TEXHUYECKUX U MHBIX MaTepuarnbHbIX CPEACTB.

KoHmaeHumnanbHOCTb NepcoHanbHbIX AaHHbIX - 06s3aTenbHoe aAnsa cobnoaeHus
onepaTopoM WM WUHbIM MOMYYMBLUMM AOCTYN K MEePCOHanbHbIM AaHHbIM  JIMLIOM
TpeboBaHne He pgonyckaTb WX pacnpocTpaHeHne 6e3 cornacust  cybbekta
NepcoHanbHbIX AaHHbLIX UM HANUYUSE MIHOTO 3aKOHHOTO OCHOBAHMUS.

MexxceTeBOM 3KpaH - fokanbHOe (O4HOKOMMOHEHTHOE) WU  (PYHKLMOHANbHO-
pacnpegeneHHoe nporpaMmmHoe (MporpamMmMHo-annapaTtHoe) cpeacTBO  (KOMMSEKC),
peanuayollee KOHTPOSIb 3a WHdOpMauuen, noctynawwen B UHPOPMALMOHHYIO
CUCTEMY NMEPCOHArbHbIX AaHHbIX U (UNK) BbIXOASLEN N3 NHPOPMALIMOHHON CUCTEMBI.



Hapywutens 6e30nacHOCTM MepcoHarnbHbIX [OaHHbIX - duanyeckoe nuuo,
CnyyamHO WM npeaHaMepeHHO CcoBepliatollee AencTBUs, CneacTBMEM  KOTOPbIX
ABNSETCA HapyweHne ©6e30MacHOCTU MepCcoHanbHbIX AaHHbIX Npu nx obpaboTtke
TEXHNYECKMMU CpeacTBamMm B MUHPOPMALMOHHBIX CUCTEMAX NEepPCOHarbHbIX AaHHbIX.

HeaBTomaTu3npoBaHHass o00OpaboTka nepcoHanbHbIX AaHHbIX - 0bpaboTka
NepcoHanbHbIX OAaHHbIX, coAepXaluMxcst B MHPOPMaLUMOHHOW CUCTEME NEePCOHanbHbIX
AaHHbIX NMOO0 M3BNEYEHHbIX M3 TakKoOW CUCTEMbI, CYMTAETCHA OCYLlEeCTBreHHoN 6e3
MCNONb30BaHUA CpeacTB aBToMaTu3auum (HeaBTOMATU3UPOBAHHOW), €CNu Takue
OENCTBMA C  NEepcoHanbHbIMW  OAHHbIMKW, KakK  MCMNONb30BaHWE, YTOYHEHME,
pacnpocTpaHeHne, YHUYTOXEHWE MEepPCOHarbHbIX AaHHbIX B OTHOLLUEHMM KaXXOoro u3
CyOBEKTOB NEepCcoHanbHbIX AaHHbIX, OCYLLIECTBMASTCA NPY HENOCPeACTBEHHOM ydYacTun
YyenoBeka.

He neknapvpoBaHHble BO3MOXHOCTU - (PYHKLMOHANbHblIE BO3MOXHOCTU CPEACTB
BbIYMCIINTENBbHOW TEXHWKM, HE OMUCAHHbIE UIM HE COOTBETCTBYIOLLUME OMUCAHHbIM B

OOKyMeHTaumu, npu NCcrnonb30BaHUn KOTOPbIX BO3MOXHO HapyLleHue
KOH(pnaeHUmManbsHOCTH, OOCTYNHOCTU nnu LLeNTOCTHOCTU obpabaTbiBaemom
nHopmauum.

HecaHKuMoHMpoBaHHbIM JOCTYN (HECAHKUMOHWPOBAHHbIE LEUCTBUSA) - OOCTYN K
MHJOPMaLUK NN OENCTBUA C MHOpMaLMeEN, HapyLLalLwue npasuna pasrpaHnyeHuns
aocTtyna C NCNONb30BaHNEM LUTaTHbIX cpeacTs, npeaocTaBnsieMbIX
MHAOPMAaLNOHHBIMM CUCTEMAaMM NEPCOHAaNbHbIX AAHHbIX.

Hocutenb nHdopmauum - pusmyeckoe nuuo unm matepuanbHbii 00bLEKT, B TOM
yucne msnyeckoe nose, B KOTOPOM UHGOPMaUUS HaXOOUT CBOE OTpaXxeHwe B BUAOe
cnumMBOnoB, 06pa3oB, CUrHaNOB, TEXHUYECKUX PELLUEHMA N NPOLLECCOB, KONMNYECTBEHHbIX
XapaKTepPUCTUK PU3NYECKMUX BESTUYNH.

O6GesnuumMBaHMe NepcoHanbHbIX AaHHbIX - OEWCTBMS, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO OMNpeaenvTb NPUHAANEXHOCTb NEepPCOHarbHbIX AaHHbIX KOHKPEeTHOMY
cybbekTy nepcoHanbHbIX AaHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX - OeUCcTBMsS (onepaumm) ¢ NepcoHarnbHbIMK
AaHHbIMK, BKNoYas cbop, cucTtemMaTu3auuio, HaKOMneHue, XpaHeHue, YTOYHEeHue
(0O6bHOBNEHME, W3MEHEHME), WCMNOSMb30BaHNE, pacnpocTpaHeHne (B TOM 4ucne
nepeaadvy), obesnmunBaHme, 6NoKMpoOBaHNE, YHUUTOXEHNE NEPCOHANbHbIX AaHHbIX.

OOwenocTynHble NepcoHarnbHble AaHHble - MepcoHanbHble [aHHble, A0CTYnN
HeorpaHM4YeHHOro Kpyra nuL K KOTOpbIM MpedocTaBneH C corfnacus cyobekTa
nepcoHanbHbIX AaHHbIX UMW Ha KOTOPblE B COOTBETCTBUMN C dheaeparbHbIMU 3akoHaMu
He pacnpocTpaHseTcsa TpeboBaHue cobnoaeHNsa KOHPUAEHLMaNbHOCTH.

OnepaTop (NnepcoHarnbHbIX AaHHbIX) - FOCY4APCTBEHHbIA OpraH, MyHuLUMnanbHbI
opraH, lopungnyeckoe nnn unsnyeckoe nuuo, opraHmaytouiee u (Mnu) ocyLecTensioLee
06paboTKy nepcoHanbHbIX AaHHbIX, a TaKkkKe Oonpeaensllme UenM u cogepxxaHue
06paboTKn NepcoHanbHbIX AaHHbIX.

TexHn4dyeckne cpencrea MHMOPMALMOHHON CUCTEMBbI MNEPCOHAsbHbIX AaHHbIX -
CpencTBa BbIYMCIIUTENBHON TEXHUKN, MHEOPMALMOHHO-BLIYUCTIUTENBHbBIE KOMMEKCHI U
ceTn, cpeacTea M cucTeMbl nepegaydn, npuema n obpabotku MNAH (cpeacrTea n cuctemMbl
3ByKO3anucy, 3BYKOYCUIEHNS, 3BYKOBOCMPOU3BEOEHUS, neperoBopHbIe n
TENEBU3NOHHbIE YCTPOMCTBA, CPEACTBA M3rOTOBIIEHUS, TUPAXXMPOBAHNSA LOKYMEHTOB U
apyrne TexHuyeckne cpeactaa obpaboTkm peyeBon, rpacuyeckon, Baeo- n 6ykBeHHo-
LUndpoBon MHGopmaLmMm), NnporpaMmmMHbie cpeacTBa (onepaumoHHbIE CUCTEMBI, CUCTEMBI
ynpaBneHus 6azamu gaHHbIX U T.M.), CpeacTBa 3aWmnTbl MHOpMaUMn, NPUMEHAEMbIE B
MHPOPMALIMOHHBIX CUCTEMAX.



lMepexBaT (MH(pOpMauUMM) - HeNpaBOMEPHOE MoOflyYeHne WuHdopmaumm ¢
MCNoNb3oBaHMEM TEXHUYECKOro CpeacTBa, OCyLlecTBrsowero obHapyxeHue, npuem u
06paboTKy MHGOPMATUBHBIX CUTHANOB.

lMepcoHanbHble AaHHble - Nbas MHpopmMauna, oTHoCALWAsACa K onpeaesieHHoOMY
nnn onpegensieMomMy Ha OCHOBaHUM Takon MHAopMaunn usmyeckomy nuuy (CyobekTy
nepcoHarnbHbIX AaHHbIX), B TOM 4Yncne ero dpaMmmnust, UMsi, OT4ECTBO, rod, Mecsu, gata
N MECTO POXOEHWs, aapec, CeMerHoe, couuanbHOe, UMYLLECTBEHHOE MOSIOXEHME,
obpasoBaHue, npodeccus, 4oxoabl, Apyras MHopMauus.

MoGoYHble 3MEeKTPOMarHUTHble W3Ny4YeHUs] W HaBOOKW - 3reKTPOMarHUTHble
N3NyYeHnss  TeXHUYEeCKMX CpeacTB  obpaboTkm  3awmuiaeMon  MHdopmMaumu,
BO3HMKaKOLLME Kak MOOOYHOE $IBMEeHME M Bbl3BaHHblE 3MEKTPUYECKUMWU CUrHanamu,
AEVCTBYIOLUMUN B UX SMEKTPUYECKUX U MAarHUTHBIX LENsiX, a Takke 3NeKTPOMarHUTHble
HaBOOKM 3TUX CUTHANOB Ha TOKOMPOBOASLLMNE NMNHUM, KOHCTPYKLMKW U LIEENW NUTAHUS.

MonuTuka «4YUCTOro CTOMa» - KOMMSIEKC OPraHU3auMOHHbIX MEepPOonpUATUN,
KOHTPONMPYIOLLMX OTCYTCTBME 3anuCbiBaHMS Ha OyMakHble HOCUTENW KIoYen u
aTpmbyToB focTyna (naponen) n xpaHeHus nx B6nuam obbekToB gocTyna.

Monb3oBaTtenb WMHPOPMAUMOHHOM CUCTEMbI MEPCOHANbHbLIX AdaHHbIX - NUUO,
yyacTtBywowee B (YHKUMOHUMPOBAHUN WH(OPMALMOHHON CUCTEMbI MEPCOHANbHbIX
OaHHbIX  MNKU  ucnonb3yllwee pesynbTatbl ee  yHKuMoHMpoBaHud. [paBuna
pasrpaHUYeHns SOCTyna - COBOKYMNHOCTb NMpaBui, perfnaMmeHTUpyoLwWwmnx npasa goctyna
CcyOBbeKToB JOCTyna K o6bekTam AocTtyna.

MporpamMmmHasl 3aknagka - KoA MporpaMmbl, NPeAHaMepeHHO BHECEHHLIN B
nporpamMmMy C LEeNnbl OCYLLEeCTBUTb YTeYky, WU3MEHUTb, ONOKMPOBATb, YHUYTOXWUTb
MHOPMALNIO UMM YHUYTOXUTL U MoaMduuMpoBaTb MNporpammMHoe obecrneveHune
NHOPMALMOHHON CUCTEMbI NEPCOHAnbHbIX AaHHbIX U (UNK) GNokMpoBaTh annapaTHble
cpencTea.

lMporpammHoe (MporpammMmHo-maTeMaTU4eCcKoe) BO3OENCTBUE -
HeCaHKLMOHNPOBaHHOE BO34eNCTBME Ha pecypchl aBTOMaTU3NPOBaAHHOMN
MH(POPMALIMOHHOM CUCTEMbI, OCYLLECTBNSEMOE C WCMNONb30BaHNMEM BpPEOOHOCHbIX
nporpamm.

PaCKprTVIe nepcoHarlribHbIX OaHHbIX - YMbILWLWJIEHHOE WUIN cnyqaﬁHoe HapyLwleHune
KOHd)VIﬂ,eHLI,VIaJ'IbHOCTVI nepcoHanbHbIX AAaHHbIX.

PacnpocTpaHeHne nepcoHanbHbIX [AaHHbIX - OEWCTBUSA, HanpasBfieHHble Ha
nepegayy nepcoHanbHbIX  AaHHbIX — OnpedeneHHoMy  Kpyry nvy  (nepegada
nepcoHanbHbIX AaHHbIX) WM Ha O3HAKOMSIEHME C NepcoHanbHbIMK  OaHHbIMU
HEeOorpaHWYeHHOro Kpyra nuuy, B TOM Yyucne obHapogoBaHMe NepCcoHasribHbIX OaHHbIX B
cpeacrBax MacCcoBOW nHpopmauun, pasmelleHne B MHpOpPMaLMOHHO
TENEeKOMMYHUKALMOHHbBIX CeTSX WM NpeaocTaBreHne Joctyna K nepcoHanbHbIM
AaHHbIM KaknM-1nbo nHbiM cnocobom.

Pecypc WHMOpMaLMOHHOMW CUCTEMbI - WMEHOBAHHbLIA 3SNEMEHT CUCTEMHOTrO,
nNpuKNagHoro unu annapaTtHoro obecneyeHns YHKLUMOHUPOBAHUA MH(OPMALMOHHOMN
CUCTEMBI.

CneumnanbHble KaTeropum nepcoHarnbHbIX AaHHbIX - MNepcoHarnbHble AaHHbIE,
Kacawouwmeca pacoBoMr, HaUMOHANbHOW MNPUHALMNEXHOCTU, MNONMUTUYECKMUX B3rnsgos,
PENUIMo3HbIX Unn mnococknx ybexaeHmi, COCTOAHUSA 300POBbA U UHTUMHOW XXU3HN
cybObekTa nepcoHasnbHbIX AaHHbIX.



CpeacrtBa  BbIMUCIIUTENBHOM  TEXHWKM -  COBOKYMHOCTb  MPOrPaMMHbIX U
TEXHUYECKMX SMEMEHTOB CMUCTEM 00OpPabOTKM AaHHbIX, CMOCOOHLIX (OYHKLMOHMPOBATb
CaMOCTOSATENBHO UMW B COCTaBe APYrnx CUCTEM.

Cybbekt poctyna (cybbekt) - nuuo wnu npouecc, AOenCTBUs KOTOPOro
pernaMmeHTUpyTCS NpaBunamMm pasrpaHmyeH1s gocTyna.

TexHUYecKnin KaHan yTedkn nHgopmaumm - COBOKYNHOCTbL HOCUTESNS UHOopMauum
(cpegctBa 06paboTkM), uandeckonm cpeabl pacnpocTpaHeHust MHEGOPMAaTUBHOIO
CcuUrHana u cpefcTB, KOTopbiMK fob6bIBaeTCA 3awmaemasa MHopMaums.

TpaHcrpaHnyHas nepegada nepcoHanbHbIX AaHHbIX - nepefadya nepcoHarnbHbIX
AaHHbIX onepaTtopoMm u4epe3 [ocygapCTBeHHy rpanuuy Poccuickon depepaunmn
opraHy BfacTM WMHOCTPAHHOrO rocyaapcTtsa, PU3NYECKOMY WK IOPUANYECKOMY NnLy
MHOCTPaHHOIoO rocyaapcTBa.

Yrpo3bl 6e30nacHOCTU MepCOHarbHbIX [OaHHbIX - COBOKYMHOCTb YCIOBUKA W
¢rakToOpOB, CO34aOLMX ONACHOCTb HECAHKLUMOHUPOBAHHOIO, B TOM YUCIE CryYanHoro,
[0CTyna K NepcoHasibHbIM AaHHbIM, pe3ynbTaTOM KOTOPOro MOXET CTaTb YHUUYTOXEHME,
n3meHeHne, BNoKMpoBaHne, KONMPOBaHME, pacrnpoCTpaHeHMe NepCcoHarnbHbIX AaHHbIX,
a Takke MHbIX HECaHKUMOHUPOBAHHbLIX OenUcTBuA npu  ux obpaboTke B
NHOPMALMOHHON CUCTEME NEPCOHANbHbIX AaHHbIX.

YHU4TOXEHNE nepcoHanbHbIX AaHHbIX - OencTeus, B pe3ynbtate KOTOpPbIX
HEBO3MOXXHO BOCCTaAHOBUTbL cCoAepXaHne nepcoHaribHbiIX OaHHbIX B VIH(bOpMGLI,VIOHHOVI
Ccucrteme nepcoHalribHblX OaHHbIX WX B pe3ynbTaTe KOTOPbIX YHUYTOXAKTCA
MaTepumarbHble HOCUTEJTN NepCcoHarlbHbIX AAaHHbIX.

YTeyka  (3awmwiaemon)  MHoOpMaUMM MO TEXHMYECKMM  KaHanam -
HEKOHTPONIMpYeMOE pacnpocTpaHeHne uHdopMaumMm OT HOCUTEeNsa  3aliuuiaemMomn
WHOpMaUMM  4Yepe3  (pu3MYecKkyro  cpedy OO  TEXHUYECKOro  CpeacTtsa,
OCYyLLECTBNAOLLEro nepexasart nHpopmaumn.

YA3BUMOCTb - cnabocTb B cpefcTBax 3aLUmThl, KOTOPYH MOXHO UCMOMb30BaTh AN
HapyLUEeHUs CUCTEMbI NN coaepXXallencsa B Herl NHdopmaLunn.

LlenocTHoCTb MHGOpMaUUKM - CNOCOBGHOCTb CpeacTBa BbIMUCIUTENBHON TEXHUKN
UM aBTOMATM3MPOBAHHOM cCUCTeMbl obecneymBaTb HEW3MEHHOCTb WHopmaunn B
YCNOBUSIX CyYanHOro u/vnn npegHamMmepeHHOro NCKaXXeHus (paspyLleHus).

O60o3Ha4YeHns 1 CoKpaLLleHuns:

ABC - aHTUBMpYyCHbIE CpeacTBa

APM - aBTOMaTnanpoBaHHoe paboyee MecTo

BTCC - BcnomoraTtesnbHble TEXHUYECKNE CpeacTBa U CUCTEMBI
NCIMOH - nHpopmaumoHHas cuctema nepcoHanbHbIX AaHHbIX
K3 - koHTponnpyemas 30Ha

JIBC - nokanbHas BblMUCNIUTENbHAsA CETb

M3 - mexxceTeBon aKpaH

HC[ - HecaHKUMOHMPOBaHHbIM 4OCTYN

OC - onepaunoHHaa cuctema

MOH - nepcoHanbHble AaHHbIE



NMMB - nporpaMmmMHO-MaTeMaTMyecKoe BO34eNCTBUE

MO - nporpammHoe obecneyeHne

M3MUH - nobo4YHbIE 3NEKTPOMArHUTHLIE U3ITyYEHNA N HABOLKU
CAS3 - cuctema aHanmaa 3aLwmLleHHOCTH

C3W - cpeacTtea 3awmTbl MHGOPMaLINK

C3IMAH - cuctema (nogcmnctema) 3almTbl NEPCOHANBHbLIX AAHHbIX
COB - cuctema obHapy>XeHusi BTOPXXEHNI

TKY U - TexHnyeckne kaHarnbl yTeuku nHgopmaumm

YBINOH - yrpo3bl 6€30nacHOCTX NepCoHarbHbIX AaHHbIX

Knaccudumkauunsa Hapywmtenemn

Mo npwusHaky npuHagnexHoctn k WCIIOH Bce HapywuTenu [enstca Ha OBe
rpynnbi:

- BHELLUHWE HapyLwmnTenu - guandeckne nuua, He nMmetLme npasa npedbiBaHNS Ha
TEPPUTOPUN  KOHTPONMPYEMOW  30HbI, B MNpedenax KOTOpoM  pa3mMeliaeTcs
obopyaosarne UCT1OH;

- BHYTPEHHME HapywmnTenu - omsmyeckne nuua, umetowme npaBo npebbiBaHns Ha
TEPPUTOPUN  KOHTPONMPYEMOW  30HbI, B MNpedenax KOTOpoM  pa3mMeliaeTcs
obopyaosarne UCTOH.

BHewHnn HapywunTens

B kadectBe BHeWwHero Hapywutens uHoOpMauMoHHOM  6e3onacHoCTH,
paccMaTpuMBaeTCA HapyLlUTENb, KOTOPbIN HE MMEET HEeNoCpPeACTBEHHOro AocTyna K
TEXHUYECKMM CpeAcTBaM UM pecypcam CUCTeMbl, Haxogdawumcs B npegenax
KOHTPONUPYEMOWN 30HbI.

lMpenononaraetcs, 4YTO BHELWHWW HapyLWwUTENb HE MOXeT BO34eMCTBOBaTb Ha
3awmuaemyo  MHopmMaumto MO TEXHUYECKMM KaHanam YTeYkW, Tak Kak obbem
MHdopMaunKn, xpaHmmon n obpabarteiBaemon B ICINOH, aBnsieTca HeAoCTaTOYHbIM A4S
BO3MOXHOM MOTMBaLUM BHELWIHEro HapywuTensa K OCYLeCTBIIEHUIO [OeNCTBUN,
HanpaBMEHHbIX  YTeYKy MHOpPMaUUM MO  TEXHUYECKMM  KaHanam  YTEeYKW.
lMpenononaraeTcs, YTO BHELLUHUW HapyLUMUTESTb MOXET BO34EeMNCTBOBATb Ha 3alUuLLaeMyto
MHGOPMAaLNIO TONLKO BO BPEMS €€ nepeaayn no KaHanam cBsi3u.

BHyTpeHHUI HapywnTens

BO3MOXHOCTM BHYTPEHHErO HapyLUTENS CyLLECTBEHHbIM 0OOpa3oM 3aBUCAT OT
OENCTBYIOLWMNX B npeaesiax KOHTPONMPYEMOW 30Hbl OrpaHUYMTENbHbIX hakTopoB, U3
KOTOPbIX OCHOBHbIM SIBMISIETCA peanu3aums KOMMiekca opraHM3aunoHHO-TEXHUYECKNX
Mep, B TOM uucne no nogdopy, pacctaHoBke W 0BecneyeHuto  BbICOKOWM
npogeccnoHanbHON  MNOLrOTOBKM  KagpoB, OOMNYCKY (OU3MYECKUMX NUL  BHYTPb
KOHTPOSIMPYEMOW 30HbI M KOHTPOSIKO 3a MOPSiAKOM NpoBeAeHusi paboT, HanpaBreHHbIX
Ha npefoTBpaLleHme N NpeceyeHne HeCaHKLMOHMPOBAHHOIO AoCTyna.

Cuctema pasrpaHuyeHus goctyna WCIIOH obecneunBaeT pasrpaHuUyeHne npas
nonb3oBaTenen Ha AoCTyn K MH(POPMaLMOHHbBIM, NPOrpaMMHbIM, annapaTtHbIM U ApYrm
pecypcam WCIIOH B COOTBETCTBMM C TMPUHATOW MONUTUKON MHEOOPMALMOHHOWN
6e3onacHocTn. K BHYyTPEHHMM HapyLUMTENAM MOryT OTHOCUTBLCS:

- agMmunnuctpartopbl UCIMOH (kaTeropus 1);



- aAMUHUCTPATOPbl KOHKPETHbIX nogcmucteMm unm 6a3 gaHHbix VCIMOH (kaTteropus

I1);
- nonb3oatenu NCIOH (kateropus ll1);

- nonb30oBaTenu, SABMASIOLIMECH BHELHWMW MO OTHOLUEHMIO K KOHKpeTHou, AC
(kateropus IV);

- nuua, obnagarwowime BO3MOXHOCTbKO [OCTyna K CUCTeMe nepefadn AaHHbIX
(kaTeropus V);

- COTPYAHVKM pPaMOHHOro COBETa, WMELWME CaHKLUMOHMPOBAHHbLIN AO0CTYN B
CNYXebHbIX Lensax B NOMELLEHNS, B KOTOPbIX pa3smewiatotcsa anemeHTol NCIOH, HO He
nMetroLme npasa goctyna K Hum (kateropus VI);

- obcnyxumBawLwWnMin  NepcoHan paMoHHOro coeeTa (oxpaHa, pPaboTHUKM
NHXXEeHEePHOTEXHUYECKMX cnyxb n 1.4.) (kateropus VII);

- YNOSTHOMOYEHHbIN nepcoHan paspabotyunkoB VCIOH, KOTOPbIM Ha AOrOBOPHOWM
OCHOBE MMeeT MpaBO Ha TexHu4yeckoe obcnyxmBaHve U MoandUKauml KOMMOHEHTOB
WCIMAH (kaTeropms VIII).

Ha nuy kateropum | u |l BO3MOXeHbl 3agadn no agMUHUCTPUPOBAHMUIO
nporpamMMHo-annapaTtHbliX cpeactB M 6a3 gaHHbix WCTOH gna  wHTerpauum wn
obecneyeHns B3aMMOAENCTBUS PasnU4YHbIX nogcuctem, Bxogswmx B coctaB CIIOH.
AOMUHUCTpaTOPbl MOTEHUMAnNbHO MOryT peanun3oBbiBaTb Yrpo3bl Wb, wncnonbays
BO3MOXHOCTM MO HEenocpeacTBEHHOMY AOCTyny K 3aliuwiaemMon  MHgpopmaumm,
obpabartbiBaemon n xpanHnmon B WCIIOH, a Takke K TEXHUYECKMM U MPOrpaMMHbIM
cpeacteam VCIIOH, BkNtoYasa cpeacTtsa 3awuTbl, UCMNONb3yeMble B KOHKPeTHbIX, AC, B
COOTBETCTBUWN C YCTAHOBMEHHbIMM OS5 HUX agMUHUCTPATUBHBIMW NOSTHOMOYNAMM.

9™M nuua Xopowo 3HakoOMbl C OCHOBHbIMM anropMtMamu, TMpoOTOKOaMU,
peanndyemMmbiMn N NCNosb3yeMbiM B KOHKPETHbIX NMoACUCTEMAax U MCHD,H B LEe&ioM, a
TakKxe C NnpuMeHAaemMmbiMn NpUHUUnammn n KoHuenumnamm ©e3onacHocTu.

lMpegnonaraeTtcs, 4TO OHM MOrnM Bbl UCNONb30BaTh CTaH4ApPTHOE obopyaoBaHUe
nmbo ans naeHtTudukaumm ysssumocTten, nmubo gna peanusauumn yrpo3 Ub. [JaHHoe
obopyaoBaHMe MOXET ObITb Kak YacTbiO LUTATHbIX CPEACTB, Tak M MOXET OTHOCUTBLCS K
nerko nony4yaemomy (Hanpumep, nporpammHoe obecneyeHne, MONy4YeHHoe U3
00LLea0CTYNHbIX BHELUHNX MCTOYHWUKOB).

Kpome TOro, npepgnonaraetcsi, 4To 3TM nuua Mornu Obl  pacnonaratb
crneunannanpoBaHHbIM 060pyaOBaHNEM.

K nuuam kateropui | n Il BBMAy mx wmucknoumtensHon ponun B UCTOH gorkeH
NPUMEHSATLCS KOMMSIEKC OCODObLIX OpraHn3auMOHHO-PEXUMHBLIX Mep no ux nogodopy,
NPUHATUIO Ha paboTy, Ha3HAYEeHUD Ha [OOIMKHOCTb W KOHTPOSO  BbIMOMHEHUSA
YHKLMOHArbHbIX 06A3aHHOCTEMN.

Mpegnonaraetcs, 4To0 B 4ncno nuy kateropuin | n |l 6yayT BKMOYATLCS TOMNBKO
OOBEPEHHbIE NUL@ U NO3TOMY YyKa3aHHble NULA WUCKYaTCAa U3 Yucna BepOSiTHbIX
HapyLmTenen.

MNpegnonaraetca, 4to numua kateropun lI-VIII  oTHocaATCA K BEPOATHbIM
HapyLnTensm.

MpegnonaraeTcsi, 4YTO BO3MOXHOCTb CroBOpa BHYTPEHHUX HapyLuMTenen
ManoBeposiTHA BBMAY NPUHSATbLIX OPraHM3auUMOHHbIX U KOHTPONMPYOLWMX Mep.

MpeanonoxeHns 06 MMetoLLenca y HapyLumTensa nHopmaumnm



06 obbekTax peanusauum yrpos

B kauyecTBe OCHOBHbIX ypOBHEN 3HaHUN Hapywwutenen o6 AC MOXHO BblAeNUTb
cnegyouime:

- obwasa mHdopmaums - HPOpMaLMM O Ha3HAYEeHUSA M OOLMX XapaKTepucTukax
NCnim;

- aKcnnyaTaumMoHHasi  MHdopmaumst - MHOpMauuMsi,  NonyyYeHHas U3
3KCNNyaTaLuMoHHON AOKYMEHTaLuu;

- YyBCTBUTENbHAsA MHopMauus - nHpopmauus, AOMonHsLwas
aKkcnnyaTaunoHHyto unHdgopmauuio 06 WCIMAOH (Hanpumep, cBegeHUS M3 MNPOEKTHOW
AokymeHTauum NCIOH).

B yactHoCTH, HapywunTerlb MOXeT MMEeTb!

- OaHHble 006 opraHu3auumn paboTbl, CTPYKTYpEe WU UCMOMb3yEMbIX TEXHUYECKMX,
NpPorpamMMHbIX 1 NPOrpaMmmMHo-TeEXHUYecknx cpeacteax NCI1OH;

- cBegeHnss 06 wmHopmaumoHHbix pecypcax WCIIOH: nopsgok v npasBuna
CO30aHus, XpaHeHna W nepejadn  UMHgopmauun, CTpykTypa W  CBOWCTBa
MHPOPMALIMOHHBLIX MNOTOKOB;

- [daHHble 006 Yys3BUMMOCTSIX, BKMOYad [AaHHble O HeOOKYyMEHTMPOBAHHbIX
(HegeknapuMpoBaHHbIX) BO3MOXHOCTAX TEXHUYECKUX, MNPOrpamMMHbIX U MNPOrpaMmmHO-
TexHnyeckux cpencts VCIOH;

- OaHHble 0 peanu3oBaHHbiXx B [MC3W npuHuMnax u anroputMax; - UCXOAHble
TEeKCTbl NporpammMmHoro obecneverHms NCI0H;

- CBE[IEeHMs1 O BO3MOXHbIX KaHanax peanusauum yrpos;
- MHbopmaumio o crnocobax peanusauum yrpos.

Mpeononaraetca, 4to nuua kateropuun |ll n kateropum |V BnagewT TOMNbKO
aKcnyaTaunoHHOW nHdopmMmaumen, 4To obecnevmBaeTcs opraHM3aumOHHbLIMU MepamMu.
Mpn atom nuua kateropun IV He BnagewT nNaporibHOW, ayTeHTUUUUMpPYOWeEn wn
KnioyYeBon UHpopmaumen, ucnonbdyemon B AWMC, K KOTOPbIM OHW He UMeKT
CaHKLMOHUPOBAHHOIo AocTyna.

lMpepnonaraetca, 4to nuua kateropym V BnagelwT B TOW WUNUM MHOW 4acTu
YYBCTBUTENbHOM W  3KCrryaTaumoHHOW UMHAOpMaLMen O CUCTeMe rnepenayu
nHpopmauun n obwien nHpopmaumnen o6 AVC, ncnonb3yoWwmx aTy cucTemMy nepegaymv
nHpopmauun, 4to obecneymBaeTca OpraHM3aLMOHHbIMKM Mepamu. [lpyu atom nuua
kKateropun V He BnagewT MapofibHOM W ayTeHTUUUupyowen wnHpopmMaumen,
ncnonbsyemon B AC.

lMpepnonaraetcqa, 4yto nuua kateropun VI u nuua kateropum VIl No ypoBHIO
3HaHWM He NPeBOCXOAAT nvua kateropum V.

Mpegnonaraetcs, 4to nuua kateropum VIl obnagaoT  4yBCTBUTENBHON
nHpopmaumnen o6 WCIMOH u dyHKUMOHANBLHO opueHTupoBaHHbIX AWC, Bkniodas
nHpopmaunio 06 Ys3BUMOCTSIX TEXHUYECKMX W nporpammHbix cpeacts WVCTIOH.
OpraHunsaynoHHbIMM Mepamu npegnonaraeTcs UCKIYUTb gocTyn nuuy kateropum VIl k
TEXHNYEeCKMM W nporpammHbiM  cpeacteam WCIOH B  MomeHT o06paboTkm ¢
MCMonb30BaHMEM 3TUX CPeACTB 3aLumLLaemMon nHpopmaumn.

Takmm o6pasom, Hambonee wuHdopmupoBaHHbiMn 06 AUC asnawTca nuua
kateropuu Il 1 nnua kateropum VIII.



CTteneHb WHMOPMMPOBAHHOCTU HapPyLIMTENA 3aBUCUT OT MHOIMMX (PaKTOpOB,
BKNIOYas peann3oBaHHble B aAMUMHUCTPALMM KOHKPETHbIE OpraHun3auMOHHbIE Mepbl Y
KOMneTeHumo Hapywutenen. [1oaToMy OOBEKTMBHO OUEHUTb OObem  3HaHWN
BEPOATHOro HapyLmMTens B obLeM criydyae npakTMyeckm HEBO3MOXHO.

B cBA3K C M3NOXEHHbIM, C LIENb0 CO34aHNA OnpeaerieHHoro 3anaca npoYHOCTU
npegnonaraeTcs, 4YTO BEPOSATHble HapywuTenu obnagalT BcCen WHGopMauuen,
HeobxoauMon Onst NOArOTOBKM M peanusauuu yrpos, 3a UCKIIYeHMEM WHgopMauuu,
AOCTYNn K KOTOPOM CO CTOPOHbl HapyLMTENsa WCKNKYaeTcss CUCTEMOW 3alUnTbl
nHpopmaunn. K Takom wuHdopmauuu, Hanpumep, OTHOCUTCA  NaposfibHagq,
ayTeHTUUUMpYoLLasa 1 Knoyesas MHpopmaums.

MpeanonoxeHnsi 06 MMEIOLLMXCA Y HapyLUMTENsa CpeacTBax peanusaunm yrpos
lMpeanonaraeTcs, YTO HaApyLWINTENb UMEET:
- annapaTtHble kKoMnoHeHTbl C3MOH n CO C3MOH;

- JOCTynHble B CBOOOAHOW Mpoaaxe TEXHW4Yeckne cpeacTBa M MporpaMmHoe
obecrneyeHue;

- cneuuanbHO pa3paboTaHHble TEexXHUYeckue CpeactBa W NporpamMmHoe
obecrneyeHue.

BHyTpeHHMVI HapywuTerb MOXET UCNnosb3oBaTh WTaTHblIe CpeacTBa.

CocTtaB MMeLWnXecs y HapywmnTensa cpencts, KOTOpPble OH MOXEeT MCNofb30BaThb
ana peanusaumm yrpo3 UMb, a Takke BO3MOXHOCTM MO WX MPUMEHEHUIO 3aBUCAT OT
MHOMMX PaKTOpOB, BKMYaa peann3oBaHHble Ha o0ObekTax agMuHUCTpauum
KOHKpPEeTHble OpraHn3aumoHHble Mepbl, (PUHAHCOBbIE BO3MOXHOCTU W KOMMETEHLMIO
HapyLmTenen.

[MoaTOMy OOBEKTMBHO OLEHUTb COCTaB MMEKLWMXCA Y HapywuTenss cpencrs
peanu3aumm yrpo3 B obuwem cryvyae npakTuyeckm HeBO3MOXHO. [loatomy, ans
co3gaHusa yctonumeon C3IMOH npeanonaraetcd, YTO BEPOATHLIA HapyLUMTENb UMeeT
BCE HeoOxogumble Ons peanu3aumm yrpo3 CcpeactBa, BO3MOXHOCTU KOTOPbIX He
NPeBOCXOAAT  BO3MOXHOCTM  aHarnorm4yHblX CPeAcTB  peanusauum  yrpo3  Ha
MHOPMaLNIO, CoaepXKalllyto CBeOEeHMUsl, COCTaBnAloLWMe roCyaapCTBEHHYO TaWHy, n
TEXHUYEeCKMEe 1 nporpamMHble cpefcTBa, obpabartbiBatolme 3Ty MHopMaLumtio.

BmecTe c Tem npeanonaraeTcd, 4To HapywnTesrb HEe UMeEEeT:
- CpeacTB nepexsarta B TEXHUHYECKMNX KaHaax yTe4Ku;

- CpencTB BO3OEWCTBMS 4Yepe3 CcurHanbHble uenu (MHOPMaUNOHHbIE 1
ynpasnstowue nHtepdencosl CBT);

- CpeacTB BO3OENCTBUS HA WUCTOYHUKM M Yepe3 Lenu nutaHus; - CPeacTs
BO3JENCTBUS Yepes Lienn 3a3eMneHns:;

- CpeACTB aKTMBHOrO BO3OENCTBUSI Ha TexXHUMYeckne cpeactsa (cpeacts
obnyyeHus).

Mpegnonaraetcs, YTO Hanbonee CoBepLUEHHbIMU CpeacTBaMK peanu3aumm yrpos
obnagatot nuua kateropun Il n nuua kateropum VIII.

Yrpo3bl yTe4kn MHOpMaL MM NO TEXHUYECKMM KaHanam
Yrpo3bl yTEYKM aKyCTMYECKOM (peyeBomn) nHpopmaumm



Bo3HMKHOBEHME  yrpo3  yTeYkM  aKycTudeckom (peveBor)  UMHGOpMaLmM,
cofepkallencs HenocpeacTBeHHO B NpousHocumon pedn nonb3osartens VCIIOH, npu
obpabotke MNAH B WCIOH, BO3MOXHO Npu Hanuunu yHkuum ronocosoro seoga lMNAH B
NCIMAH nnu doyHKkumnn Bocnpounsseaenuns MNMOH akyctudeckumm cpeacteamm UCIOH.

B UCIOH cenbckoro nocenennsa gyHkummn ronocosoro Beoga lMNOH nnu yHkumm
BocripounsseneHus [10H akycTuyeckmmn cpencrtesaMm OTCYTCTBYHOT. BepoAaTHOCTb
peanusaunmn yrposbl - ManoBeposTHa.

Yrposbl yTeuku BUAOBOW MHpOpMaLnm

Peanusauna yrposbl yTeuku BUOAOBOM MHGOPMaL MM BO3MOXHA 3a CHET NpocMoTpa
MHOpPMaLMN C MOMOLLLIO OMNTUYECKUX (OMTUKO-INEKTPOHHbIX) CPeACcTB C 3KpaHOB
aucnnees W OpyrMx Cpeacts OTOOpaXeHUss CpPeacTB  BbIYUCIIUTESNTbHOW  TEXHUKM,
NHPOPMALIMOHHO-BBIYUCINTENBHBLIX KOMMIIEKCOB, TEXHUYECKMX cpeacts obpaboTkm
rpacomyeckon, Buaeo- M OyKBEHHO-UM(PPOBON WHGOPMaLMKM, BXOAALWMX B COCTaB
NCIAan.

B yupexgeHuv BBedeH KOHTPOMb [JOCTyrna B KOHTponupyemyk 30Hy, APM
nonb3oBaTenen pacrorioXeHbl Tak, YTO MPaKTUYECKU UCKMIOYEH BU3yarbHbIN OOCTYN K
MOHUTOPAaM, a Ha OKHax yCTaHOBIIEHbI XaIlto3u.

BepoaTHOCTb peanu3saumm yrposbl - MarioBeposaTHa.
Yrpo3bl yTeuku nHopmarmm rno

kaHanam NMNOMUWH

Yrpo3bl yTeukn uHpopmaumm no kaHany MOMWH, BO3MOXHbI M3-3a Hanuuus
napasnTHbIX ANEKTPOMArHUTHbIX U3nydYeHun y anemeHToB NCIOH.

Yrpo3bl OaHHOro Kracca ManoBepOsiTHbI, T.K. pasmep KOHTPOMMPYEeMOM 30HbI
6onbwon, n anemeHTbl CIMOH 3KpaHUPYKOTCA HECKOSIbKMMU HECYLUMU CTEHAMU, U
NapasuTHbIN CUrHam MackMpyeTcs CO MHOXECTBOM [pYrux napasuTHbIX CUrHanoB
3NeMeHTOoB, He Bxoasawmnx B UCIOH.

Yrpo3bl HECaAHKLMOHNUPOBAHHOIO A0CTYMNa K MHopmaumm

Peanusauna yrpo3 HC[l Kk uHdopmaumm MOXeT NpUBOAUTL K Cregyowmm Buaam
HapyLeHus ee 6e3o0nacHOCTH:

- HapyleHMK  KOHMAeHUManbHOCTU (konupoBaHue, HenpaBoMepHoe
pacnpocTpaHeHue);

- HAPYLLEHUIO LLeNTOCTHOCTU (YHUYTOXEHNE, NUBMEHEHNE);

- HapYyLLEHMIO AOCTYNHOCTK (BnoKnpoBaHue).

Yrpo3bl YHUUTOXEHUS, XMLLeHNa annapaTtHblx cpeacts NCIOH HocuTenen

MHdopMauun nytem dunamyeckoro goctyna k anementam VCIOH
Kpaxa NM3BM

Yrposa ocyuiectnsercs nytem HC[ BHELWWHNMU U BHYTPEHHUMW HapyLUMTENAMU B
nomMeLleHus, rae pacrnonoxeHol anemeHTol CIOH.

B yypexaeHnn BBedeH KOHTPOJib AOCTyna B KOHTpPOJMpyemMytko 30HY, ABepu
3aKpbIiBalTCA Ha 3aMOK.



BepoAaTHOCTL peanu3aumm yrpo3sbl - MarioBeposiTHa.
Kpaxa HocuTenen nHgpopmayum

Yrposa ocyuiectensietcs nytem HC[ BHELUHUMU N BHYTPEHHUMWN HAPYLUNTENAMU K
HOoCUTeNnaAM MHopmaLmn.

B cenbckom coBeTe BBeAEH KOHTPOSb AOCTYNa B KOHTPONUPYEMYH 30HY, OBepu
3aKpbIBalOTCA Ha 3aMOK, BeeTCH y4eT U XpaHeHne HocuTenen B cende.

BepoaTHOCTb peanusaumm yrposbl - MarioBeposaTHa.
Kpaxa knto4en n atpubyToB goctyna

Yrpo3sa ocyuwecTtBnsietcst nytem HC[] BHELUHMMM U BHYTPEHHUMUW HAPYLUUTENAMU B
NoMeLLeHNs1, rae NPOUCXOAUT paboTa nonb3oBaTenen.

B cenbckom coBeTe BBEAEH KOHTPOSb AOCTYNa B KOHTPONUPYEMYIO 30HY, OBEPU
3aKpbIBAlOTCA Ha 3aMOK, OPraHM3oBaHO XpaHeHMe Knw4yen B cende U BBedeHa
NOSIMTMKA «4MCTOro CTOMay.

BepoaTHOCTb peanusaumm yrposbl - MarioBeposaTHa.
Kpaxu, moandukaumnmn, yHNHTOXEHNA MHopMauum

Yrposa ocyuiectnsetcs nytem HC[l BHELWWHNMU U BHYTPEHHUMU HapyLUMTENAMU B
nomMmelleHus, rae pacnonoxeHol anemeHTtol VCIOH un cpeactBa 3awuTbl, a Takke
npoucxoaut paboTa nonb3oBaTtenen.

B cenbckom coBeTe BBeaeH KOHTPOJ1b O0CTyMna B KOHTPOJIIMpyeMyto 30HY, OBEPU
3aKpbIiBakTCA Ha 3aMOK.

BepoaTHOCTb peanusaumm yrposbl - MarioBeposaTHa.
BbiBog 13 cTpos y3nos N3BM, kaHanos cBA3n

Yrpo3sa ocyuwiectensietcs nytem HCL BHELUHMU U BHYTPEHHUMU HAPYLUNMTENSIMU B
nomeLleHus, rae pacnonoxeHnol anemeHTbl CIOH 1 NpoxoaaT kaHanbl CBA3WN.

B cenbckom coBeTe BBeAeH KOHTPOMb AOCTyNa B KOHTPONUPYEMYHO 30HY, OBEPU
3aKpbIBAlOTCAA Ha 3aMOK, YCTAHOBMEHbl pPEeLIeTKM Ha nepBbiX 3Taxax 3[aHus.
BeposTHOCTb peanunsaumm yrpo3sbl - MaroBeposiTHa.

HecaHKLl,I/IOHVIpOBaHHOG OTKITIOYMEeHNE CpeacTB 3aLllnThl

Yrposa ocyuiectnsetcs nytem HC[l BHELWWHNMU U BHYTPEHHUMW HapyLUMTENAMU B
nomeLleHus, rae pacrnonoxeHsl cpeactea 3awmtbl ACTOH.

B cenbckom coBeTe BBeAEH KOHTPOSb AOCTyNa B KOHTPONUPYEMYI 30HY, OBepu
3aKpbIBalOTCA Ha 3amok, nonb3osaTtenu NCIMOH nponHcTpykTMpoBaHbl 0 pabote ¢ MNAH.

BeposiTHOCTb peanusaumm yrposbl - MarioBeposiTHa.

Yrpo3bl XuLEHUS, HECAHKLMOHMPOBAHHOW Moaudumkaumm wnu 6nokMpoBaHus
WHpopmaumum 3a cyeT HecaHKuuMoHupoBaHHoro poctyna (HCO) ¢ npumeHeHuem
nporpaMmHo-annapaTHbiX W MporpaMMHbIX CpeacTB (B TOM 4ucne nporpaMmHo-
MaTeMaTUyYeCKnx BO34eNCTBUN)



[encteus BpeAOHOCHbIX NporpamMm (BMpPYycoB)

[MporpammHo-maTeMaTnyeckoe BO3OENUCTBME — 3TO BO3OEWUCTBUE C MOMOLLBIO
BPEeOOHOCHbIX nporpamm. [lporpamMmmon ¢ noTeHuuanbHO OnacHbIMW MNOCneacTBUSMUN
UM BpPedOHOCHOM NpOrpamMmMon (BUPYCOM) Ha3biBalOT HEKOTOPYK CaMOCTOATENbHYHO
nporpamMmmy (Habop WHCTPyKUW), koTopasd cnocobHa BbLINONHATE nboe HenycToe
NOAMHOXECTBO crneyowmnx yHKLUNN:

- CKpbiBaTb NpMU3Hakn CBOEro npucyTCcTeunsd B I'IpOFpaMMHOI7I cpene KoMnbrTepa,;

- obnagatb cnocobHOCTbO K camogybnupoBaHMo, accouumnpoBaHuilo cebsa ¢
Apyrumn nporpamMmamu m  (MnM) MNepeHocy CBOUX parMeHTOB B WHble obnacTtu
onepaTMBHOM UNN BHELUHEN NamATH; - pa3pyLllaTb (MCKaXaTb NPOM3BOSIbHBIM 06pa3om)
KOA NporpaMm B onepaTuBHOWN NaMATY;

- BbINOMHATL 6€3 MHULMMPOBAHMS CO CTOPOHLI NoNb3oBaTens (Nofib3oBaTeNbCKON
nporpaMMbl B LUTATHOM pEeXWUME €€ BbINOMHEHUs) AEeCTPYKTUBHbIE  (DYHKLMK
(KOMMPOBaHMS, YHUYTOXEHMS!, BNOKMPOBAHUS U T.M.);

- COXpaHATb oparMeHTbl UHGOPMauUM N3 onepaTUBHOM MaMATU B HEKOTOPbIX
obnacTax BHELWHeN namaTn NPpsIMOro AocTyna (NoKanbHbIX UK yoaneHHbIX);

- UCKaxaTb Mpou3BONbHbIM oO6pa3om, OGrnokupoBaTb W (MNKU) MNOAMEHSTbL
BbIBOAMMbIA BO BHELUHIOK NaMsaTb WM B KaHan CBs3W MaccuB MHdOpMauuu,
obpasoBaBwMiicA B pesynbtate paboTbl NPUKNAAHbIX NporpamMMm, WM yxe
HaxoasiLLUMEeCs BO BHELLUHEN NAMSATU MacCuBbl AaHHbIX.

B cenbckom coBeTe Ha Bcex anemeHTax WCIIOH ycTaHOBReHa aHTMBUpYCHas
3awmTa, BBegeHa nonntnka orpaHN4YeHHOro NCNosib30BaHUSA NporpaMm, nosib3osBaTenv
NPOUHCTPYKTUPOBAHbI O Mepax nNpeaoTBpaLleHnsi BUPYCHOIO 3apaXeHus.

BeposiTHOCTb peanu3aumm yrposbl - HA3Kast.

HeneknapupoBaHHble BO3MOXHOCTW cuctemHoro MO n MO
Ansa o6paboTkn nepcoHanbHbIX aHHbIX

HeneknapupoBaHHble BO3MOXHOCTU - (PYHKLMOHANbHblIE BO3MOXHOCTU CPEACTB
BbIYMCIINUTENbHOW TEXHWKM, HE OMWUCAHHbIE UIIM HE COOTBETCTBYIOLLUME OMUCaAHHbIM B

OOKyMeHTaumu, npu NCcnonb30BaHWUn KOTOPbIX BO3MOXHO HapyLleHue
KOH(bnaeHumMansHOCTH, OOCTYNHOCTU nnu LLeNIOCTHOCTU obpabaTbiBaemom
nHopmauum.

B cenbckom coBeTe HeT nporpamMMHOro obecnedeHusi, paspabaTbiBaeMoro
COBCTBEHHbIMU pa3paboTYnNKamMmn/CTOPOHHMMU cneumnanmcTamu.

BeposTHOCTb peanu3aumm yrposbl - ManoBeposTHa.
YctaHoBka 1O, He CBA3aHHOro C UCMOSTHEHNEM cryxebHbIx 06a3aHHOCTeN

Yrposa ocywecTtBndeTca MNyTeM  HeCaHKUMOHMpoBaHHOM  ycTaHoBku [10
BHYTPEHHUMU HapyLwmTensmu, 4yTO MOXeT npuBecTn K  HapyLeHuo
KOHOUAEHLUMAaNbHOCTH, LlenocTHOCTN n goctynHocty Bcen NCTIOH nnu ee anemeHTOB.

B cenbckom coBeTe BBedeHO pasrpaHu4eHve npaBaMu rorb3oBaTenen Ha
yctaHoBKy 1O n ocylwecTBnseTca KOHTPOINb, MoMb3oBaTeNM MPOUMHCTPYKTUPOBAHbLI O
nonutunke ycraHosku lMO.

BeposiTHOCTb peanu3aumm yrposbl - MarioBeposiTHa.



Yrpo3bl He npegHaMepeHHbIX AENCTBUA NONb3oBaTeNen n HapylweHuin 6esonacHocTn
dyHKumoHunposanua VCIOH n C3IOH B ee cocTaBe n3-3a cboes B NpOrpaMmMHOM
obecneyeHnn, a Takke OT Yrpo3 He aHTPONOreHHoro (cboes annapaTypbl U3-3a
HeHaLeXXHOCTM 3NIEMEHTOB, COOEB ANEKTPONUTAHNA) U CTUXUAHOIO (YOAPOB MOJSTHUMN,
NnoXxapoB, HABOAHEHUI U T.MN.) XxapakTepa

YTpara kno4en n atpubyToB goctyna
Yrposa ocywecTBnseTca 3a CYyeT [OENCTBUA  YerioBeyeckoro  pakrtopa
nonob3oartenen NCI1H, koTopble HapyLwatT NOSIOXKEHNSA NAapOoSIbHON NOMUTUKE B YacTn
X co3gaHusa (co3garoT fnerkne Unu Nycrble Naponun, He MEHSAT Naponn Mo UCTEYEHUN
CpoKa MX XXW3HU UMM KOMMpOMeTauuMuM 1 T.M.) U XpaHeHUs (3anucbiBalOT Naponv Ha
OymaxHble HOCUTEnW, nepefarT Kw4YM JocTyna TpeTbuM nuuam u T.n.) UK He
OCBEAOMIIEHbI O HUX.

B cenbckom coBeTe BBegeHa naporfibHasi MNONUTMKA, NpegycMmaTpuBaroLwas
Tpebyemylo CrnOXHOCTb Napons U MNepuoLuYecKyld ero CMeHy, BBeJeHa MonuTuka
«4YNCTOro CTONay», OCYLLUECTBMSIETCA KOHTPOMb 3a WX BbINOSIHEHWEM, MOMb30OBaTENMN
NPONHCTPYKTUPOBAHbI O MapOosibHOM MOSNTUKE N O AENCTBUAX B Crydasax yTpaTbl Unn
KoMnpomeTaunu naponemn.

BepoaTHOCTb peanusaumm yrposbl - HU3Kas.
HenpegHamepeHHaa moandukaums (YHUYTOXEHNE) nHopMaL MM COTpyaHUKamMum

Yrposa ocywecTBnsgeTca 3a CYyeT [OEUCTBUA  YerioBeyeckoro  pakrtopa
nonob3osartenen NCI1OH, koTopble HapyLwaT NOMOXEHNS NPUHATBIX nNpaBun paboTbl C
WCIOH nnn He ocBegOMMNEHbI O HUX.

B cenbckom coBeTe OCyLLECTBMSIETCH pe3epBHOE KonMpoBaHne obpabaTtbiBaembix
MOH, nonb3oBaTeny NPONHCTPYKTUPOBaHbl 0 pabote ¢ CIMOH.

BeposiTHOCTb peanuaaumu yrposbl - MaroBeposiTHa.
HenpeaHamepeHHoOe OTKMNOYEHNE CPEACTB 3aLUUThI

Yrposa oOcywlecTBnsieTca 3a CcyeT [OeNcTBUA  YeroBeyeckoro  dpakrtopa
nonb3oBatenen VICIMOH, KoTopble HapyLwalT NONOXKEHUA NPUHATBLIX NpaBun paboTbl €
NCIMOH n cpeactBamn 3awmThl UK HE OCBEAOMITIEHbI O HUX.

B cenbckom coBeTe BBeAEH KOHTPOSb AOCTYyMNa B KOHTPONUPYEMYI 30HY, OBepu
3aKpbIBAlOTCA Ha 3aMOK, OCYLLeCTBNAETCA pasrpaHudeHne [OoCcTyrna K HacTpomkam
PEXNUMOB CPeACTB 3aLUTbl, MONb30BATENN NPOMHCTPYKTUPOBaHbI 0 paboTte ¢ NCTIOH.

BeposiTHOCTb peanusaumm yrposbl - MarioBeposiTHa.
Bbixoa 13 cTpost annapaTHO-NPOrpaMMHbIX CPeACTB

Yrpo3a ocCyLecTBNAeTCs BCreACTBME HECOBEpPLUEHCTBA annapaTHONPOrpamMMHbIX
CpencTB, 1U3-3a KOTOPbIX MOXET NPOMUCXOANTb HapyLUEHUE LIeNOCTHOCTU U AOCTYMNHOCTMU
3alyuyuiaemon nHopmaumm.

B cenbckom coBeTe OCyLLIEeCTBMNAET pe3epBUpPOBaHME KIOYEBLIX JNEMEHTOB
NCrau.

BeposaTHOCTb peanu3aummn yrpo3sbl - MarioBeposiTHa.

C6own cuctembl anekTpocHabxeHns



Yrposa OCyLLEeCTBNsAeTCS BCneacTBue HecoBepLUEeHCTBa cuUcTeMsl
3NEeKTPOCHAbXeHWs, M3-3a Yero MOXET MPOUCXOAUTb HapyLleHMe LENOCTHOCTM U
OOCTYMHOCTY 3alumLLiaeMon nHopmaumu.

B cenbckom coBete ko BceM kntodeBbiM anemeHtam WCIOH noakmntoYeHb
NCTOYHUKN BecnepebonHOro nuTaHmsa u/unm ocyLecTBNAeT pe3epBHOE KOMMpoBaHME
nHopmauum.

BeposiTHOCTb peanusaumm yrposbl - ManoBeposiTHa.
CtuxumnHoe 6eacrteme

Yrpo3a ocywlecTBnsieTca  BCMNEACTBME  HECOOMAEeHMs  Mep  MOoXKapHoWm
©e3onacHoOCTH.

B cenbckom coBeTe yCTaHOBJIEHA TMOXapHad CurHanmsaumd, nornb3oBaTesnu
MPOUHCTPYKTUPOBAHbI O OENCTBUSIX B crnyvyae BO3HMKHOBEHUA BHELUTATHbLIX Cl/ITyaLl,I/IIZ.

BeposiTHOCTb peanusaumm yrposbl - MarioBeposiTHa.

Yrposbl npegHamMepeHHbIX AeUCTBUN BHYTPEHHUX HapyLuMTernemn
[ocTtyn K nHpopmaunmn, moandukauus, YyHUHTOXEHNE NMLamu,
He gonyLleHHbIMKU K ee obpaboTke

Yrposa ocyuiectensietca nytem HC[] BHELWHMX HapylumMTenen B noMeLlleHus, rae
pacnonoxeHbl anemeHTbl CIMOH n cpeacrtea 3awmTthl, a Takke npoucxoguTt paboTta
nonb3oBartenen.

B cenbckom coBeTe BBedEH KOHTPOJ1b AOCTYyMNMa B KOHTpPOJIMpyemMyro 30HY, ABEPU
3aKpblBAakOTCA Ha 3aMOK.

BeposaTHOCTb peanusaummn yrpo3sbl - MarioBeposiTHa.

PasrnaweHue nHgopmaunmn, moandukauus, yHUHTOXEHNE
COTpYAHMKaMu JonyLleHHbIMN K ee o6paboTke

Yrposa oOcylwlecTBnsieTca 3a cyeT [OeNcTBUA  YeroBeyeckoro  dpakrtopa
nonb3oBatenen WCIOH, KoTopble HapywawT TMOMoXeHUs O HepasrnalleHun
o6pabaTbiBaemon MHpopmauumn nnm He ocBegOMIIEHbI O HUX.

B cenbckom coBeTe Mofb3oBaTeNM OCBEAOMIEHbl O Mopsiake paboTbl C
NnepcoHanbHbIMX OaHHbIMKW, a Takke nognucanyu [oroBop O HepasrnalleHum.
BeposiTHOCTb peanu3aumm yrposbl - MarioBeposiTHa.

yrp03bl HEeCaHKUMOHNPOBAHHOIO AOCTyna no KaHarnam CBA3nN

B cootBetctBUM C «TunoBon Moaenbko yrpo3 6e30MacHOCTM MepCOoHarbHbIX
AaHHbIX, obpabaTbiBaembix B pacnpegeneHHbix VCIOH, Mmelowmnx noakniyeHne K
ceTam obLLEero Nonb3oBaHUsa 1 (UNK) MeXayHapo4HOro MHGOPMaUoHHOro obmeHay (.
6.6 basoBon mogenun yrpo3 6e30MacHOCTN NePCOHarbHbIX AaHHbLIX NpU X obpaboTke B
MHPOPMALIMOHHBIX CUCTEMAX MNEePCOHanbHbIX OaHHbIX, YTBEPXOEHHOW 3aMecTUTernem
anpektopa PCTIK Poccum 15 cespana 2008 r.), ana CIMOH MOXHO paccmaTpuBaTb
cnegywoowme yrposbl, peanudyemble C WUCMOfb30BaHMEM MNPOTOKOSIOB MEXCETEBOro
B3aMMOOENCTBUA:

- yrpo3a «AHanua ceTeBoro Tpaduka» ¢ nepexsatom nepegasaemon n3 NACIoH n
NPUHUMAEMON U3 BHELLHNX ceTen NHdopMaLnu;



- Yrpo3bl CKaHMpPOBaHWA, HaMNpaBfi€HHblE Ha BbIABMIEHME Tuna WnNuM TUMNOB
MCNonb3yeMbiX OMEpPaLMOHHbLIX CUCTEM, ceTeBbIX agpecoB pabounx ctaHuun VCIIOH,
TOMONOMMKN CETU, OTKPbLITBIX MOPTOB M CAYXO, OTKPbITbIX COEANHEHUIN U Ap.;

- Yrpo3bl BbISIBMEHUSI Naporfied Mo CeTW; - Yrpo3bl HaBsi3blBAHWE JIOXHOMO
MapLupyTa ceTy;

- Yrpo3bl NOAMEHbI JOBEPEHHOIO 06bekTa B CETU; - YrpOo3bl BHEAPEHUS FIOXKHOIO
obbekTa kak B ICINIAH, Tak 1 BO BHELLHUX CETSAX;

- yrpo3bl Tuna «OTkaz B 0OCRyXMBaHMM»;, - Yrpo3bl YyOaneHHOro 3anycka
NPUNOXEHNN;

- Yrpo3bl BHEAPEHUS MO CETU BPEAOHOCHbLIX MpOorpaMm.
Yrposa «AHanm3 ceTeBoro Tpagukar

JTa yrposa peanu3yetcss C MNOMOLLbI CrneunarnbHOW nporpaMmmblaHanuaaropa
nakeTtoB (sniffer), nepexsaTbiBaloLen BCe NakeTbl, NnepegaBaeMble No CErMEHTY CeTU, n
BblAENALWEN cpean HUX Te, B KOTOPbIX NnepefarTcs naeHTudukaTop nosnb3oBatens u
ero naponb. B xoae peanusauuun yrposbl HapyLmnTesb:

- n3yvaet noruky pabotbl CIMOH - TO eCTb CTPEMUTCS NONYYUTb OAHO3HAYHOE
COOTBETCTBUE COOLITUA, NPOUCXOOALMX B CUCTEME, U KOMaHA, NepecbiiaemMbiX npwu
9TOM XOCTamu, B MOMEHT NOSABMEHUS AaHHbIX COObITUI. B ganbHenwem 3To no3BonseT
3MOYMbILWMEHHNKY Ha OCHOBE 3aJaHusi COOTBETCTBYIOLIMX KOMaHg MNosyyYnThb,
Hanpumep, NpUBUNErMpoBaHHbIE NpaBa Ha OENCTBUSA B CUCTEME UMW pacLUMpUTb CBOU
NONMHOMOYMSA B HEN;

- nepexBaTbiBaeT MOTOK MNepefaBaeMblX [OaHHbIX, KOTOpPbIMM OOMeHMBatOTCA
KOMMOHEHTblI CETEBON ONEepaunoHHON CUCTEMbI, AN U3BMeYeHUs KoHMaeHUnansHom
unu - naeHTMUKaumMoHHon  uvHdopmauum  (Hanpumep, CTaTUYecKUxX  napornewn
nonb3oBarteneun Ans Aoctyna K yaaneHHbIM xoctam no npotokonam FTP u TELNET, He
npegycMmatpmBaromnx WndposaHme), ee NogmMeHbl, Mogudukaumm n T.0.

MepexBaT B Npeaenax KOHTPONMPYEMOW 30HbI BHELLUHUMW HapyLUNTENsS MU

B cenbckom noceneHuy BBedeH KOHTPOMb A0CTyna B KOHTPOMMPYEMYIO 30HY,
[IBEPU 3aKPbIBAIOTCHA HA 3aMOK.

BepoaTHOCTb peanusaumm yrpo3sbl - MarioBeposiTHa.
Yrposa «ckaHupoBaHue ceTn»

CywHocTb npouecca peanu3auuu yrposbl 3aknioyaetca B rnepefaye 3anpocos
ceteBbiM cnyxbam xoctoB NCIOH v aHanu3e oTBeTOB OT HuUX. Llenb - BbisiBneHue
MCNONb3yeMblX MPOTOKOSMOB, [OOCTYMHbIX MOPTOB  CETEBbIX Cryxb, 3akoHOB
dopMmnpoBaHUa NOEHTUPUKATOPOB COEAUHEHUN, onpedeneHne akTUBHbLIX CeTeBbIX
cepBucoB, NoA60p NAEHTUAUKATOPOB U NAponen nonb3oBaTenen.

BepoaTHOCTb peanusaumm yrposbl - MarioBeposaTHa.
Yrpo3a BbIsiIBNIeHUA Naposien

Llenb peanusaumm yrposbl coctout B nonydyeHun HC[I nytem npeogoneHus
NaposibHON 3aWunTbl. 3M0YMbILNEHHUK MOXET peanun3oBbiBaTb Yrpo3y C MOMOLLbIO
Luenoro psga MeTogoB, TakMxX Kak npocTon nepebop, nepebop C MCnonb30BaHMEM
cneumnarnbHbIX CrioBapen, yCTaHOBKa BPE4OHOCHOW NporpaMmbl Ans nepexsara napons,



nogMmeHa gosepeHHoro obbekta cetu (IP-spoofing) n nepexsat naketoB (sniffing). B
OCHOBHOM ANd peanv3auun yrposbl MCNOMNb3YTCS cneumnanbHble NporpamMmmbl, KOTOpbIe
NblTAlOTCA MOMyYnTb AOCTYN XOCTYy NyTem nocregoBaTtenbHoro nogdopa naponen. B
crny4yae ycnexa, 3NoyMbILMEHHUK MOXeT co3gaTbh Aanda cebs «npoxoa» ans Oyayuwiero
AOCTyna, KOTOpbli OydeT OencTBOBaTb, AaXe €Cnu Ha XOCTe M3MEHUTb Maposb
AocTtyna.

BeposTHOCTb peanu3aummn yrpo3sbl - MarioBeposiTHa.
Yrpo3bl HaBs3bIBAHWE NOXHOrO MapLipyTa ceTu

HaHHass  yrposa peanu3yetca OOHMM M3 OBYX  CnocoboB: nyTem
BHYTPUCErNMEHTHOIO UMM MEXCErMeHTHOro HaBA3blBaHUSA. BO3MOXHOCTb HaBA3bIBAHWUA
NOXHOro  MapwpyTta obycnoeneHa HegocTatkamu, MNPUCYLWIMMKW  anropyTMam
MapwpyTtusauun (B 4acTHOCTW, M3-3a npobrnembl maeHTUMKaLmMmM CceTeBbIX
ynpaBnsAwoLWmnX yCTPOUCTB), B pe3ynbTaTte Yero MOXXHO nonacTtb, HAaNnpumep, Ha XOCT unu
B CeTb 3rOyMbllWEHHNKA, TOde MOXHO BOWTU B OMEPaUMOHHYK cpefy TEeXHWUYeCKOoro
cpegctBa B coctae UCIIOH. Peanusaumn  yrposbl  OCHOBbIBAeTCs  Ha
HeCaHKLMOHNPOBAHHOM WCMOMb30BaHMM npoTokorioB mMapwpytusauum (RIP, OSPF,
LSP) u ynpaenenusa cetbto (ICMP, SNMP) ana BHeceHusi n3aMeHeHUn B MapLUPYTHO-
agpecHble Tabnuupl. Mpy 9TOM HapyLwMTENto HeobxoaNMMO nocnaTte OT MUMEHN CETEBOTO
yNpaBnsoLEero ycTponcTea (HanpMMmep, MapLupyTmMsatopa) ynpasnstowiee coobLieHme.

BeposiTHOCTb peanusaumm yrposbl - MarioBeposiTHa.
Yrpo3bl NoAMEHbI JOBEPEHHOIO 00beKTa

Takas yrposa a(pdeKkTUBHO peannsyetcs B CUCTEMax, B KOTOPbIX NPUMEHSOTCS
HEeCTONKMe anroputMmbl MOEHTUUKALUM N ayTEeHTUMKALMM XOCTOB, Nonb3oBaTeneun n
T.4. [Nog [oBepeHHbIM 0BBHLEKTOM MOHMMAETCA OOBHLEKT CeTU (KOMMbIOTEP, MEXCETEBOM
3KpaH, MapLpyTnsaTop 1 T.M.), neranbHO NOAKNIOYEHHbIN K CepBepy.

MoryT ObiTb BblaeneHbl ABe pPa3HOBMAHOCTU Mpouecca peanu3auumn ykasaHHOM
yrpo3bl: C yCTaHOBMNEHNEM 1 Oe3 yCTaHOBMNEHUS BUPTyanbHOro CoeanUHEHMS.

Mpouecc peanusauum C yCTaHOBMNEHWEM BMPTYanbHOMO COEOMHEeHUsI COCTOUT B
NPUCBOEHMM MpaB [OOBEPEHHOro CcyObekTa B3aMMOOENCTBUS, 4YTO MNO3BONSET
HapyLLMTEN0 BECTU ceaHC paboTbl C O6BHEKTOM CETM OT UMEHWN LOBEPEHHOIO cybbekTa.
Peanusauus yrpo3bl gaHHOro Tvna TpebyeT npeoaoneHnst CUCTEMbl MAEHTUUKALNN 1
ayTeHTudukaumm coobeHmn (Hanpumep, ataka rsh-cnyx6el UNIX-xocTa).

Mpouecc peanusaumm yrposbl 6e3 yCTaHOBMEHWUST BUPTyanbHOrO0 COEAUMHEHMS
MOXET MMETb MECTO B CeTAX, OCYLUECTBNSALWNX WOeHTUMUKAUMIO nepegaBaeMblX
coobLieHnn Tonbko No ceTteBoMy agpecy oTnpasBuTens. CyLHOCTb 3aknioyaeTcs B
nepegaye CnyxebHbiX COOOLIEHUA OT WMMEHM CEeTEBbLIX YNPaBnsOWMX YCTPOWCTB
(Hanpymep, OT MMEHW MapLipyTU3aTopoB) 06 W3MEHEHUM MapLUPYTHO-agpPECHbIX
AaHHbIX.

B pesynbTate peanusauumn yrposbl HapyliuTenb noflyyaeT npaBa AgocTtyna K
TexHudeckomy cpenctsy MCIOH - uenu yrpos.

BeposiTHOCTb peanuaaumm yrposbl - MaroBeposiTHa.
BHeapeHue NnoxHoro o6bekTa cetu

OTa yrpo3a OCHOBaHa Ha WUCrMofb30BaHWW HEOOCTaTKOB anropuTMOB yAareHHOro
noucka. B cnyyae ecnu ob6bekTbl CeTU N3Ha4YanbHO HE UMEKT aapecHon MHGopMaLumm



Apyr O gpyre, UCNonb3ylTCA pasfMyHble NPOTOKOMbI yAaneHHOro novcka (Hanpumep,
SAP B cetax Novell NetWare; ARP, DNS, WINS B ceTdx cO CTEKOM MNpPOTOKOSIOB
TCP/IP), 3akntovaroimecs B nepegade no ceTu cneumnanbHbIX 3anpocoB M NONyYeHUn
Ha HWX OTBETOB C WUCKOMOM WHGopmauumen. [Npu 3TOM cCyllecTByeT BO3MOXHOCTb
nepexeaTa HapyLiMTenem MOMCKOBOrO 3anpoca M BblgayYn Ha HEero NOXHOro oTBeTa,
NCMonb30BaHME KOTOPOro NpmBeaeT K TpebyemMoMy U3MEHEHNIO MapLLPYTHO-agpPECHbIX
AaHHbIX. B ganbHenwem Becb MOTOK MHOPMaLMK, acCOUMMPOBAHHBIN C 0O6BHLEKTOM-
XepTBomn, ByaeT NpoxoauTb Yepes NOXHbIA OObEKT ceTu.

BeposTHOCTb peanu3aumm yrposbl - ManoBeposTHa.
Yrposbl Tvna «OTka3 B 06Ccny>xmBaHum»

3T yrpo3bl OCHOBaHbl HA HegoCTaTKax CEeTEBOro MpPorpammHOro oGecneveHus,
€ero ysI3BUMOCTSIX, MO3BONSAKLIMX HapylwMTen co3gaeaTb  YCrNoBWs,  Korga
onepaLuoHHas cucTemMa OKasblBaeTCs He B COCTOSIHUM obpabatbiBaTb MocTynaroLime
nakeTbl.

MOFyT ObITb BblAENEHbI HECKONBKO p83HOBI/ILI,HOCTeIZ TaKux yrpos:

- CKpbITbI OTKa3 B 06CMy>XMBaHWW, BbI3BaHHbIN MPUBEYEHNEM YaCTU PeCypCcoB
NCIMNOH Ha obpaboTKy nakeToB, NepedaBaeMblX 3M0YMbILSIEHHUKOM CO CHWXKEHUEM
NPOMYCKHOM CNOCOBGHOCTM KaHanoB CBSA3W, NPOM3BOOUTESNbHOCTU CETEBbIX YCTPOWCTB,
HapyweHnem TpeboBaHu K BpemeHn obpaboTkm 3anpocos. NMpumepamun peanusaumm
yrpo3 nogobHOro poga MOryT CRYXWTb: HamnpaBfeHHbIA LUTOPM 3X0-3arnpoCcoB MO
npotokony ICMP (Ping flooding), wtopm 3anpocosB Ha ycTaHoBrieHne TCP-coegmHeHuin
(SYN-flooding), wtopm 3anpocos k FTP cepsepy;

- SIBHbIM OTKa3 B 06CnyXnBaHuu, BbidaBaHHbIN ncdepnadmem pecypcos VCIMOH npu
ob6paboTke nakeToB, nepefaBaeMblX 3OYMbILUNEHHMKOM (3aHATUE BCEW NOmoChl
NPONyCKaHWs KaHanoB CBA3W, NepenoriHeHne odepeaen 3anpocoB Ha obcnyxunsaHue),
NPy KOTOPOM ferasnbHble 3anpocbl He MOryT ObiTb nepegaHbl 4epe3 ceTb u3-3a
HeJOCTYNHOCTM cpedbl nepefayqv, nnbo nonyyawT oOTKaz B 06CnyxuBaHuM BBUAOY
nepenosiHeHUss o4depenen 3anpocoB, [AUCKOBOrO MNpPOCTpaHCTBa MNamMATM wu  T.4.
Mpumepamun yrpo3 AaHHOro Tuna MOryT CNyXuTb LUTOPM LiMpokoBewlatensHbix ICMP-
axo-3anpocoB (Smurf), HanpaeneHHbin wTopMm (SYN-flooding), wTopm coobLeHnn
no4YTOBOMY cepBepy (Spam);

- SIBHbIA OTKa3 B 0BCNy>XMBaHUW, BbI3BAHHbIN HapYyLLUEHUEM FOrM4ecKon CBA3HOCTU
mexay TexHndeckum cpegctesamun VCIOH npu nepegaye HapywmTenem ynpasnsowmx
COOOLEHN OT MMEHU CeTEBbIX YCTPOWCTB, MPUBOAALUMX K U3MEHEHWUIO MapLUpyTHO-
agpecHblx  gaHHbIx  (Hanpumep, ICMP Redirect Host, DNS-flooding) wnu
NOEHTUMPUKALUNOHHON U  ayTEeHTUUKAUMOHHOM WHOpMaunn; - €BHbIM OTKa3 B
obcnyxunsaHum, Bbi3BaHHbIM ~ nepefjadert  3MOYMbIWMEHHUKOM  MakeToB  C
HecTaHOapTHbIMK aTpubytamn (yrposbl Tvna «Land», «TearDrop», «Bonk», «Nuke»,
«UDP-bomb») wnu umeowmnx OrvHy, MPeBbIWAKLWY MakCuMarbHO [O0NyCTUMbIN
pa3mep (yrpo3a tuna «Ping Death»), 4To MoxeT npmBecTn K c60K0 CETEBLIX YCTPOWCTB,
yyacTByoLmx B 06paboTke 3anpocos, Npu yCroBUW HanNnuus owmbok B nporpammax,
peanuayLwmux NPoTOKOMbl CeTeBOro obmeHa.

Pesynbtatom peanu3aumm [aHHOW  yrpo3bl MOXET CTaTb  HapylueHue
paboToCnOCOBHOCTM  COOTBETCTBYKOLWEN CNyxObl NpegocTaBneHuss  yaaneHHoro
poctyna k MNAH B UCINOH, nepegaya ¢ 0gHOro agpeca Takoro KormyecTBa 3anpocoB Ha
noakroyeHne K TexHudeckomy cpenctey B coctaBe WCIOH, koTopoe makcumaribHO
MOXET «BMECTUTbY» TpaduK (HanpaBneHHbIN «LUTOPM 3anpoCoB»), YTO BreyeT 3a cobou
nepenosiHeHMe o4Yepeamn 3anpocoB U OTKA3 OL4HOM M3 CeTeBbIX CNyx0 mnu nonHas



octaHoBka NCI[OH n3-3a HEBO3MOXHOCTU CUCTEMbI 3aHMMATbLCA HUYEM OPYIUM, KpoMe
0b6paboTKn 3anpocos.

BeposiTHOCTb peanuaaumm yrposbl - MaroBeposiTHa.
Yrpo3bl yaaneHHoro 3anycka npunoXxeHuin

Yrposa 3akrnoyaeTtca B cTpemrieHun 3anyctutb Ha xocte WCIOH pasnuyHble
npegBapuTenbHO BHeOpPEHHble BPEeOOHOCHblE MporpaMmbl:  NporpamMmbl-3aknagku,
BUPYCbl, «CETeBble  LUNUOHbI», OCHOBHAA LUeNb KOTOpPbIX -  HapylleHue
KOH(pnaeHUManbHOCTH, LenoCTHOCTU, AOCTYNHOCTU MHOPMaLUN N NOSHbIA KOHTPOSTb
3a paboton xocTta. Kpome TOoro, BO3MOXEH HECAHKLMOHMPOBAHHbIM 3anyCcK NpUKNagHbIX
nporpaMm nonb3oBaTenen And HeCaHKUMOHMPOBAHHOIO MOfyYeHnss HeobBXoauMbIX
HapywuTen daHHbIX, ONA  3anycka yrnpasnsgeMblX MpUKNagHoM nporpamMmmMon
npoLeccoB n ap.

Boligenstor TpW nogknacca gaHHbIX yrpoa:

- pacnpocTpaHeHune ¢annos, cogepalmx HeCaHKLMOHNUPOBAHHbBIN NCMOSNHAEMbIN
Ko,

- yOaneHHbIn 3anyck NPUNOXeHUa nyTem nepenonHeHuss Bydepa npunoxeHuin
CepBepoB.;

- yOaneHHbli 3anyck MpUNOXEHUs MyTeM WUCMONb30BaHUS BO3MOXHOCTEN
yAaneHHoro ynpaBneHUsi CUCTEMOW, NPEeAOCTaBMSIEMbIX CKPbITbIMM NPOrpaMMHbIMU 1
annapaTHbIMK 3aknagkamu, NM6o MCnosb3yeMbiMU LWTATHLIMWU CpeacTBaMMm.

TunoBble Yyrposbl MNEpPBOro M3 YyKasaHHbIX MOOKACCOB OCHOBLIBAOTCA Ha
aKTMBM3auMM pacnpocTpaHaembix pannoB Npu CryvyarHOM OOpaleHUn K HUM.
Mpumepamun Takmx annoB MOryT CAyXuTb: (pansnbl, cogepXxaline NCNONHAEMbIN KO B
BUO OOKYMEHTbl, codepXallune uCnonHsembl ko B Buae anemeHToB ActiveX, Java-
annneToB, MHTEPrNpeTUpyeMbIX CKpUMTOB (Hanpumep, TeKCTbl Ha JavaScript); dannsl,
cogepxalime ucnosniHaemble kogbl nporpamm. [Ana pacnpocTtpaHeHus ¢annos MoryT
MCNONb30BaTbLCA CNYXObl 3NEKTPOHHON MOYTLI, Nepeaadn annos, ceTeBON hHannoBom
CUCTEMBI.

Mpn yrposax BTOPOro nogknacca MWCMNOMb3YyTCA HeoCTaTkM Mporpamm,
peanu3yromnx ceTeBble CepBUCbl (B 4aCTHOCTW, OTCYTCTBME KOHTpoOns 3a
nepenonHeHmem ©Oydepa). HacTpomkon CUCTEMHbIX PErnCTpoB WHOrga YyaaeTtcs
NepeknoyYnTb NpoLEeccop nocre npepbiBaHus, BbI3BaHHOrO nepenosiHeHnem Oydepa,
Ha MCNoNHeHne KoAa, coaepalierocs 3a rpaHuuen bydepa. MNpumepom peanunsaumm
TaKoW yrpo3bl MOXET CY>XUTb BHEAPEHME LUMPOKO M3BECTHOrO «BMpyca Moppucay.

Mpn yrposax TpeTbero mnogknacca HapywuTenb WCNonb3yeT BO3MOXHOCTU
yAaneHHoro ynpaBfeHusi CUCTEMOWN, MNpeaoCTaBNseMble CKpPbITbIMA KOMMOHEHTaMM
(Hanpumep, «TpositHCkMMM» nporpammamu  Tuna Back. Orifice, Net Bus), nu6o
WTATHbIMM CpeACcTBaMu YMNpaBfeHus U agMUHUCTPUPOBAHUA KOMMbIOTEPHBIX CeTew
(Landesk Management Suite, Managewise, Back Orifice n 1.n.). B pesynbrate ux
MCNoNb30BaHUA yaaeTca AobuTbCa yaaneHHoro KOHTPONs Hag CTaHUMEN B CETMW.

B opraHmsauum npuMmeHaeTca nMNOoJNINTUKa OrpaHn4YeHHOro Wuncrnosib3oBaHUA
nporpamMm, yaaneHHoe ynpaBlieHue 3anpelieHo, BEPOATHOCTb peann3auunn yrposbl -
ManoBepPOATHA.

Yrpo3bl BHeApPeHUsi No ceTn BpeaoOHOCHbLIX NporpaMm



K BpeOoHOCHbIM nporpaMmamM, BHeOpsieMbiM MO CEeTU, OTHOCATCA BUPYChI,
KOTOpble A1 CBOEro pacrnpoCTPaHEHUs aKTMBHO WCMONb3YHT MPOTOKONbI U
BO3MOXHOCTU fOKamnbHbIX W rnobanbHbix ceterd. OCHOBHbIM MpUHUMNOM paboThbl
CeTeBOro BMpYyCa SABMSETCH BO3MOXHOCTb CaMOCTOATENbHO nepefaTb CBOW KOA Ha
yOaneHHblh cepBep unu pabodyto ctaHumioo. «lMonHoueHHble» ceTeBble BUPYCbI Mpu
9TOM 06nagarwT ele M BO3MOXHOCTbIO 3anyCTUTb Ha BbINOMIHEHWE CBOW KOO Ha
yOaneHHOM KOMMbloTepe WNu, MO KpamHenh Mepe, «NOATOSKHYTb» Monb3oBatens K
3arnycKky 3apaxeHHoro gpauna.

BpenoHocHbIMM nporpammamu, obecneunsatowmmm ocywectesnenne HCL, moryt
ObITb:

- NporpaMmbl nogdopa v BCKPbITUS Naponen;
- MPOrpaMmebl, peanuayroLlne yrposbi;

-nporpamMmmsil, AEeMOHCTpUpyoLne ncnonb3oBaHne HeOeKnapnpoBaHHbIX
BO3MOXXHOCTEN NPOrpamMMHOro 1 nporpammMmHo-annapatHoro obecneverHns NCI10H;

- NporpaMmbl-reHepaTopbl KOMMNbIOTEPHbIX BUPYCOB;

- NporpamMMbl, AEMOHCTPUPYHOLLNE YS3BMMOCTM CPeACcTB 3alluTbl MHpopMaumm u
Aap. BeposaTHOCTb peanusauum yrposbl - MaroBeposiTHA.
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