NOCTAHOBINEHNE
AOMUHNCTPALINU NITIBMEHCKOI'O CEJIbCKOI'O NMOCENEHUA
OKTABPLCKOIrO MYHULMNANBHOIO PAMIOHA
BONIOrPALCKOWM OBJTACTU

Ot 05 anpensa 2024 roga Ne 23

O6 yrtBepxaeHun [lonoxeHnss 06
onpegeneHun  yrpo3  6esonacHocTu
nepcoHanbHbIX  [AaHHbIX npu nx
obpaboTke B NHOPMALNOHHBIX
CMCTEMax MNepcoHanbHblX [AaHHbIX B
agMUHUCTpaumMn MnbMeHCKOro CenbCckoro

noceneHuns OkTabpbckoro
MYyHUUMNAaNbHOro panoHa Bonrorpagckon
obnactun

PaccmoTtpeB npeacrtaBneHue npokypopa Oktabpbckoro panoHa Bonrorpagckomn
obnactn ot 18.03.2024 ropga Ne 7-52-2024, pykoBoacTBysAcb PefeparnbHbIM 3aKOHOM
oT 27 nonsa 2006 roga Ne 152-03 «O nepcoHanbHbIX aHHbLIX»

NOCTAHOBNAO:

1. YTBepauTb npunaraemoe [lonoxeHne ob onpeaeneHumn yrpo3 6e30nacHoOCTU
nepcoHanbHblX OaHHbIX nNpu  KMX o0bpaboTke B  MHMOPMAULMOHHBIX CUCTEMax
NepcoHanbHblX AaHHbIX B aAMUHUCTpauuMM MNbMEHCKOro CenbCKoro mnoceneHus
OkTabpbCckoro MyHMumMnanbHoro pavoHa Bonrorpaackon obnactu.

2. Hactosiwee noctaHoBneHMe BCTynaeT B CUIly C MOMEHTa ero omumansHoro
obHapogoBaHus.

[maBa MnbmeHcKkoro CEenbCKOoro noceneHus
C.B.l'opbaHés

AHMMHMCTPAU.MH MNognucaHo undpoBo
NN bMEHCKorO nognucoto: AADMNHNCTPALINA
WNbMEHCKOIO CEJIbCKOIO

CEJIbCKOT'O MOCENEHMA
MOCENEHNA NaTa: 2024.04.11 15:42:19 +03'00'



YTBEpPXOEHO: NnocTaHOBEHNEM
agMuHucTpauun  MInbMeHCKOro  cenbCKoro
noceneHns OKTA6PbCKOro MyHULMMNANbHOro
panoHa Bonrorpaackon obnactu

lNonoxeHne
06 onpegeneHnmn yrpo3 6€30nacHOCTM NepCcoHarbHbIX AaHHbIX Npy nX 06paboTke B
MHAOPMALMOHHBIX CUCTEMAX NEPCOHanNbHbIX AAaHHbLIX B agMUHUCTpaumm nbMeHcKoro
cenbckoro noceneHms OKTA6PbCKOro MyHUUMNANbLHOro panoHa
Bonrorpaackon obnactu

Onpepenexns

B HacTosileM [OOKYMeHTe WCMOMb3ylTCA Ccrieaylolme TepMUHbl UM UX
onpeaeneHus.

ABTOMaTU3MpoOBaHHas cucTemMa - CUCTEMa, COCTosillasi W3 nepcoHana wu
koMnnekca  cpeacTB  aBToMaTuM3auum  ero  OesTeNnbHOCTWM,  peanuayloLlas
NHOPMAaLMOHHYH TEXHOSOIMMIO BbIMOSTHEHMS YCTAaHOBMEHHbLIX (OYHKLNIA.

AyTeHTUMKaUusa oTnpaBUTENs AaHHbIX - NOATBEPXAEHNE TOro, YTO OTNpaBuTenb
NOMYYeHHbIX AaHHbIX COOTBETCTBYET 3asiBIEHHOMY.

BesonacHOoCTb  MepcoHanbHbIX ~ OaHHbIX -  COCTOsSIHME  3alUMLEeHHOCTU
NepcoHanbHbIX  [aHHbIX,  XapakTepu3yemoe  CrMocOBHOCTbIO  nonb3oBaTenen,
TEXHUYECKMX cpeacTs " NH(OPMAaLMOHHbIX TEXHOMOrni obecneunTb
KOH(pMaEHUManNbHOCTb, LIeNTOCTHOCTb M AOCTYNHOCTb MEPCOHarbHbIX AaHHbIX NpU UX
06paboTke B MHPOPMALIMOHHBLIX CUCTEMAX NEPCOHANbHbIX AaHHbIX.

BrnomeTpuyeckne nepcoHanbHble OaHHbIE - CBELAEHUS, KOTOPbIE XapaKTepuayrT
dusmnonornyeckme ocobeHHOCTU YEroBEKA U Ha OCHOBE KOTOPbIX MOXHO YCTaHOBWUTb
ero NUMYHOCTb, BKNtoYas doTtorpacmm, oTneyatkm nanbueB, obpa3 ceTyaTku rnasa,
0COBEHHOCTN CTPOEHUS Tena n Apyryro NogobHy MHopMauuio.

BrnoknpoBaHue nepcoHanbHbIX [aHHbIX - BpPeMeHHoe npekpalleHne cbopa,
cucTtemMaTtm3aumm, HakomMmeHus, WMCMNOoNb30BaHUS, pacrnpoCTpPaHeHWs, NepcoHanbHbIX
[aHHbIX, B TOM YMCrie UX nepegayn.

Bupyc (KOMMbHOTEPHBINA, NPOrPaMMHbIN) - UCNOMHAEMbIA NPOrPaMMHbIA KOA4 WK
NHTEepNpeTUpyeMbIN Habop NHCTPYKLINA, obnagatowmmn cBoncTBamMu
HEeCaHKLUMOHNPOBAHHOIO pacnpocTpaHeHnss u camoBocnpou3dsegeHus. CosgaHHble
AybnvkaTbl KOMMbIOTEPHOrO BMpyCa He Bcerga CoBnagakT C  OpUrMHANIoM, HO
COXpaHsoT CNocobHOCTb K AanbHenwemy pacrnpocTpaHeHuto n
CaMOBOCIMNPOU3BEAEHMIO.

BpenoHocHas nporpamma - nporpamma, npefHasHayeHHasi OAnsi OCyLLeCTBIEeHUs
HeCaHKLUMOHMPOBaHHOIo AocCTyna u (1Mnv) BO34eNCTBMS Ha NepcoHarbHble AaHHbIE UIK
pecypcbl MHPOPMALMOHHON CUCTEMbI MEPCOHArNbHbIX AAHHbIX.



BcnomoraTtenbHble TEXHUYECKME CPeacTBa U CUCTEMbI - TEXHUYECKME CpeacTBa U
CUCTEeMbI, He NpefHa3HayYeHHble Ans nepeaayn, obpaboTkM U XpaHeHUs NepcoHanbHbIX
[aHHbIX, YCTaHaBNMBaeMble COBMECTHO C TEXHMYECKMMM cCpeacTBaMv U CUCTEMaMW,
npeaHasHa4YeHHbIMM AN 06paboTkM MepcoHanbHbIX AAHHLIX UMW B MOMELLEHUSIX, B
KOTOPbIX YCTAHOBMNEHbI MH(POPMALIMOHHbIE CUCTEMbI NEPCOHANbHbLIX AaHHbIX.

[docTtyn B onepauuoHHylO cpeay KomnbioTepa (MH(POPMaAUMOHHON CUCTEMBI
nepcoHanbHbIX AaHHbIX) - NONy4YeHe BO3MOXHOCTU 3amnycka Ha BbINOSIHEHME LUTATHbIX
KOMaH, (OYHKLMI, npouenyp onepaumoHHOM CUCTEMbI (YHUYTOXEHUS, KONUPOBaHWS,
nepemeLLeHns 1 T.N.), UCNOMHAEMbIX (panoB NpUKNagHbIX NPOrpamm.

Hdoctyn K wuHoOpMauumM - BO3MOXHOCTb MOMyyYyeHUa wuHdopMauum wn ee
NCNOSb30BaHMS.

3aknagoyHoe YCTPOWCTBO - 3fEeMEHT cpefcTBa CbemMa WHGOpMauuK, CKPbITHO
BHeapsieMbl  (3aknagbiBaeMbli UMM BHOCUMbIA) B MecTa BO3MOXHOMO Cbema
MHpopmauun (B TOM 4Yucrie B orpaxgeHuwe, KOHCTpyKuuo, obopyaoBaHue, npeameThbl
WHTEepbepa, TPaHCMNOPTHblE CPeACTBa, a TakKe B TEXHWYeCKMe cpeactsa M CUCTEMDI
obpaboTkn mHdopmauum). 3awmwaemas nHpopmauma - MHopMauns, ABMAKOLWAACA
npeamMeToM COBCTBEHHOCTU U noAriexalas 3awmrte B COOTBETCTBMM C TpeboBaHMAaMU
NpaBoOBbIX [OOKYMEHTOB unn TpeboBaHMAMMU, yCTaHaBNUMBaeMbIMU COBCTBEHHUKOM
NHdOopMaLu.

NaeHTudukaums - npucBoeHne cydbbektam n obbektam gOoCcTyna ngeHtugukatopa
n (Unn) cpaBHeHVE NpeabABASEMOro uaeHtTudukaTopa C nepeyvyHeM MNPUCBOEHHDbIX
NOEHTUMKATOPOB.

MHdpopmaTmMBHBIN ~ curHanm - 9MeKTpUYeckue  CurHanbl,  akycTudeckue,
9NeKTpoOMarHUTHble U apyrue ousndeckne nons, No napaMmeTpam KOTOpbIX MOXET BbITb
packpbiTa KOHUAeHUmanbHas MHopmauus (nepcoHanbHble AaHHbIE)

obpabaTbiBaeMasi B UHOPMAaLIMOHHON cCTEME NePCOHarbHbIX AaHHbIX.

NHdopmaumoHHasa cnctema nepcoHanbHbix gaHHblx (MCIMORH) - nHdopmaumoHHas
cuctemMa, npeactaBndawwasd  cobOM  COBOKYMHOCTb  MEPCOHAsbHbIX  AAHHbIX,
copepxalumxca B 6a3e gaHHbIX, @ Takke MHOPMALMOHHBIX TEXHOMOTMI U TEXHUYECKNX
CpPencTB, MO3BOSMSAOLMX OCYLLECTBIATL 00paboTKy TakMx NEepCOHarbHbIX OAHHBIX C
MCNonb30BaHMEM CpeacTB aBTomaTn3aummn unm 6e3 ncnonb3oBaHNs TakMx CPEACTB.

NHdopMaLmOHHbIE TEXHOMOMMM - MPOLECCHI, METOAbI NMOMCKa, cbopa, XpaHeHus,
0bpaboTkn, npenocTaBneHusi, pacnpocTpaHeHna  WHgopmMauum 1 cnocobbl
OCYLLECTBIEHMS TaKMX NPOLECCOB N METOLOB.

Ncnonb3oBaHne  nepcoHanbHbIX  OaHHbIX -  AencTBus  (onepaumn)  C
NepcoHanbHbIMU AaHHLIMW, COBEpLUAEMble ONepaTopoM B LIENsX MPUHATUS peLleHui
WX COBEPLUEHUS WHbIX AEUCTBUI, MOPOXAAKLINX opuandeckne nocneacTeus B
OTHOLUEHUN cybbekTa NepcoHarnbHbIX AaHHbIX MW OPYrMX nvL W60 MHbIM 06pasom
3aTparvBatoLmx npasa u cBoboabl cybbekTa nepcoHanbHbIX AaHHbIX MW APYrMX NnL,.

NcTouHmK yrpossl 6e3onacHocTn nHdopmaumm - cybbekT gocTyna, maTepuarnbHbIn
00BbEeKT nnn uanyeckoe ABfeHne, ABMAKLWMECA MPUYNHOM BO3HMKHOBEHUSI Yrpo3bl
6e3onacHoOCTM MHOpMaL K.



KoHTponvpyemasi 3oHa - MpPOCTPAHCTBO (TeppuTopwusi, 34aHWe, 4acTb 34aHus,
NMOMELLIEHNE), B KOTOPOM WCKITHOYEHO HEKOHTpONMpyemMoe npebbiBaHNEe MOCTOPOHHUX
N1L, a Takke TPaHCMNOPTHbIX, TEXHUYECKUX U UHBIX MaTepuarnbHbIX CPeACTB.

KoHduaeHumaneHOCTb NepCOHanbHbIX AaHHbIX - 0b6sa3aTensHoe Ansa cobnogeHus
onepaTtopoM MMM MHbIM MOMYYMBLUMM OOCTYN K MEepPCOHamnbHbIM AaHHbIM  JIMLOM
TpeboBaHne He pgonyckaTb WX pacnpocTpaHeHne 6e3 cornacus cybbekTta
NepCoHarnbHbIX AHHbBIX UMW HANU4YMsa UHOTO 3aKOHHOTO OCHOBAHMKS.

MexxceTeBOM 3KpaH - foKanbHOEe (OAHOKOMMOHEHTHOE) WNU  (PYHKLMOHANbHO-
pacnpegeneHHoe nporpaMmMHoe (MporpamMHo-annapaTtHoe) cpeacTBo (KOMMSEKC),
peanuayowlee KOHTPOSIb 3a WHdOpMauuen, nocTtynawowen B UHEPOPMALVOHHYHO
CUCTEMY NepcoHarnbHbIX AaHHbIX U (MNK) BbIXoAALWen N3 MHPOPMALMOHHOM CUCTEMBI.

Hapywutenb ©6e30MacHOCTM MepcoHanbHbIX AaHHbIX - bu3mdeckoe nuuo,
CryYyaHO wunnM nNpegHaMEpPEeHHO CcoBepLiallee OEUCTBUS, CNeacTBUEM KOTOPbIX
ABNSETCA HapyleHne ©e30MacHOCTU MepCoHanbHbIX AaHHbIX Npu Mx obpaboTke
TEXHUYECKMMM CPEACTBAMU B MH(DOPMALIMOHHBIX CUCTEMAX NEPCOHANbHBLIX AAHHBbIX.

HeaBTomaTmampoBaHHasi o06paboTka nepcoHanbHbIX AaHHbIX - o0b6paboTka
NepCoHarnbHbIX AaHHbIX, COAEPXKaLLUMXCA B MHPOPMALMOHHON CUCTEME MEPCOHANbHbIX
AaHHbIX NNOO M3BNEYEHHbIX M3 TaKOW CUCTEMbI, CYMTAETCs OCyLleCcTBfieHHOM 6e3
MCMNOMNb30BaHUA CPeACTB aBToMaTM3auuMm (HeaBTOMATU3MPOBAHHOW), €Cnu  Takue
OEWCTBUA C  MEpPCOHasnbHbIMA  OaHHbIMW, KaK  MCMONb30BaHWE, YTOYHEHWE,
pacnpoCTPaHEHNE, YHUYTOXEHNE MEePCOHAsbHbIX AAHHbIX B OTHOLUEHMW KaXZoro u3
CyOBEKTOB NEepCOHanbHbIX AAHHbLIX, OCYLLECTBAITCA NPU HEMOCPELCTBEHHOM Y4acTum
yernoaeka.

He OeknapvpoBaHHble BO3MOXHOCTU - (DYHKUMOHasbHbIE BO3MOXHOCTU CpeacTs
BbIYMCIIUTENBbHON TEXHWUKW, HE OMWCaHHble WM He COOTBETCTBYHOLUME OMUCAHHLIM B

AOKYMeHTauum, npu NCNOSIb30BaHMM KOTOpPbIX BO3MOXHO HapyLleHne
KOH(MAEHUMANbHOCTMH, AOCTYMHOCTK nnn LleNOCTHOCTU obpabaTbiBaemomn
NHdopMaLu.

HecaHKkuMoHMpoBaHHbIM OOCTYN (HECAHKUMOHUPOBAHHbIE AEWCTBUS) - OOCTYN K
MHGOPMaLUUM Nn OENCTBUS C MHOPMaLMEN, HapyLLalowme npasuna pasrpaHuYyeHna
aocTyna c NCcnosib3oBaHMeM LUTATHbIX cpeacTs, npegocTaBnsemMblxX
NHPOPMALNOHHBIMN CUCTEMAaMMN NEPCOHANbHbIX AaHHbIX.

Hocutenb nHdopmauumn - gursmyeckoe nNuuo Unm MatepmarnbHbii OObEKT, B TOM
yucne usmnyeckoe nomne, B KOTOPOM MHEPOPMaLUSA HAXOOUT CBOE OTpaXkeHue B Buae
CMMBOJI0OB, 06pPa30B, CUTHANOB, TEXHUYECKUX PELUEHUA U NPOLEeCCOB, KONMYECTBEHHbIX
XapaKTEPUCTUK (PU3NYECKUX BEMUYUNH.

O6e3nnunBaHMe nepcoHarnbHbIX AaHHbIX - OEWCTBUS, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO ONpeaenvTb MNPUHAANEXHOCTb MNepCOoHanbHbIX AaHHbIX KOHKPETHOMY
CyObEKTY NepCcoHarnbHbIX AaHHbIX.

O6paboTka nepcoHarnbHbIX AaHHbIX - AEWCTBMA (onepauuu) C nepcoHanbHbIMU
OaHHbIMKW, BKM4as cbop, cucTemaTvM3auuio, HaKOMMeHue, XpaHeHue, YTOYHEHue
(oGHOBNEHME, W3MEHeHMe), UCMNOMb30BaHWe, pacnpocTpaHeHne (B TOM uyucne
nepenadvy), obesnmumsaHne, 6GNoKMpoBaHue, YHUUTOXEHME NEePCOHarbHbIX AaHHbIX.



O6LenocTynHble NepcoHanbHble [AaHHble - MepcoHarbHble OaHHble, AOCTYN
HEOrpaHUYEeHHOro Kpyra JNnuL K KOTOpbIM MpefocTaBneH C cornacus cybbekTa
NepcoHanbHbIX AaHHbIX UM HA KOTOpblE B COOTBETCTBMM C (hefeparnbHbIMU 3aKOHaMM
He pacnpocTpaHsieTcs TpeboBaHne cobnioaeHns KOHPUAEHUNANbHOCTY.

OnepaTtop (nepcoHanbHbIX AAaHHbIX) - FOCYAApPCTBEHHbIN OpraH, MyHULMNAanbHbIN
opraH, ropuguyeckoe nunm omandeckoe Nuuo, opraHnsytoLLee n (Mnm) ocyLecTesoLLee
06paboTKy MmepcoHanbHbIX AaHHbIX, @ Takke onpedenslue Lenu u cogepxaHuve
06paboTkn NnepcoHanbHbIX OAHHbIX.

TexHuyeckne cpenctsa MHGPOPMALMOHHOM CUCTEMbI MEPCOHasNbHbIX OaHHbIX -
CpeacTBa BblYUCIUTENBHON TEXHUKU, MHPOPMALMOHHO-BbIYUCINTENBHbLIE KOMMIIEKCHI U
ceTn, CpeacTBa U cucTemMbl nepegayun, npuema n obpabotkm MNMAH (cpeactsa n cUCTEMBI
3ByKO3anucu, 3BYKOYCUIEHNS, 3BYKOBOCMNpOU3BeaeHMS, neperoBopHble n
TeneBU3NOHHbIE YCTPOMCTBA, CPeacTBa U3rOTOBMEHUS, TUPaXMPOBAHNA JOKYMEHTOB U
Apyrve TexHmyeckme cpeactasa o6paboTkmn peyeBon, rpadmyeckon, Buaeo- n 6ykBeHHo-
undpoBor MHdopmaLmm), NporpaMmmMHble CpeacTBa (onepaunoHHbIE CUCTEMBI, CUCTEMBI
ynpasrieHnsa 6aszamMu JaHHbIX M T.M.), CpeAcTBa 3awmTbl MHoOpMaunn, NnpUMeHsiemMble B
MHPOPMALNOHHBIX CUCTEMAX.

MepexBaT (MHpOpMauUMW) - HENpaBOMEPHOE MNOSyYeHne WHgopmMaumm ¢
MCNONb30BaHMEM TEXHUYECKOrO CPpeacTBa, OCyLLecTBsALWero obHapyxeHue, npuem u
06paboTKy MHOPMATUBHbBIX CUTHASOB.

lMepcoHanbHble AaHHble - nobas nHdopMaums, OTHOCALLAACS K onpeaeneHHoOMY
nnNu onpefensieMoMy Ha OCHOBaHMM Takon UHpopmauumn gusndeckomy nuuy (cyonekTy
nepcoHanbHbIX JaHHbIX), B TOM 4YuUCre ero haMmunums, uMs, 0T4eCTBO, rod, Mecsl, aata
M MeCTO PpOXOEHUs, agpec, cemMenHoe, couunaribHOe, MMYLLECTBEHHOE MOSIOXeHne,
obpasoBaHue, npodeccus, 4oxoabl, Apyras MHopMauus.

MoGoYHbIE 3MEeKTPOMarHUTHbIE W3NYyYeHUs W HaBOAKA - 3NEeKTPOMarHUTHbIEe
N3NyYeHUss  TeXHUYEeCcKMx CpeacTB  obOpaboTkm  3awmuiaeMor  MHdopmaumu,
BO3HUKalOLIME Kak MOOOYHOE SIBNEHME W Bbl3BaHHbIE JNEKTPUYECKMMU CUTHanamu,
AEVACTBYHOLLUMMN B UX INEKTPUYECKMX U MArHUTHbIX LIENSX, a TakkKe 3reKTpoMarHUTHbIe
HaBOOKM 3TUX CUTHANOB Ha TOKOMPOBOASLUNE NMNUHUM, KOHCTPYKLMU U LIENU NUTaHUS.

MonnMTuKa «4YUCTOrO CTOMa» - KOMMJIEKC OpraHU3auMOHHbIX MEPONpPUATUN,
KOHTPONMPYIOLLMX OTCYTCTBME 3anuCbiBaHMS Ha OyMaXKHble HOCUTENW KIoYen u
aTpmbyToB gocTyna (naponemn) n xpaHeHus nx B6nnam o6beKkToB gocTyna.

Monb3oBaTtenb MHMOPMALMOHHOW CUCTEMbI MEPCOHanbHbIX LaHHbIX - NUUO,
yyacTtByowee B (PYHKUMOHMPOBAHMM WH(OPMALMOHHOM CUCTEMbI MEPCOHANbHbIX
AAHHbIX UM uUcnonb3ylolee pesynbtatel €e  (PyHKUnMoHupoBaHus. [lpaBuna
pasrpaHMyYeHns OOCTyna - COBOKYMNHOCTb NMpaBui, pernaMmeHTUpyoLwWmnx npasa gocryna
cybbekToB gOCTyna K o6bekTam gocTtyna.

MporpammHasi 3aknagka - Kkog MporpamMmbl, NPeAHAaMEPEHHO BHECEHHbI B
nporpaMMy C Lefbl0 OCYLUECTBUTb YTEYKY, WU3MEHWUTb, GNOKMpOBaTb, YHUYTOXWUTb
MHGOPMAaLMIO UM YHUYTOXUTb U MoaudumumpoBaTb nNporpaMmHoe obecneyeHue
MH(OPMAaLIMOHHOW CUCTEMbI NEPCOHANbHbIX AaHHbIX U (MNK) GNOKMpoBaTh annapaTHble
cpeAacTaa.

lMporpammHoe (nporpammMmHo-maTeEMaTN4ECKOE) BO34eNCTBME -
HeCaHKUMOHNPOBAHHOE BO34eNcTeme Ha pecypchl aBTOMaTU3NPOBAHHOWN



MH(POPMALIMOHHOW CUCTEMbI, OCYLLIECTBMAEMOe C WUCMNOMNb30BaHUEM BPEOOHOCHbIX
nporpamm.

PackpbiTe nepcoHanbHbIX AaHHbIX - YMbILWNIEHHOE WX Cry4YaiHOoe HapylleHue
KOH(pMAEHUManNbHOCTN NEePCOHANbHbIX AaHHbIX.

PacnpoctpaHeHne nepcoHanbHbIX [daHHbIX - [OEeNCTBUSA, HarpaBrieHHble Ha
nepedadvy nepcoHarnbHbIX  OaHHbIX — onpedeneHHoMmy  Kpyry nuvy  (nepepada
NepcoHanbHblX [aHHbIX) WMAM Ha O3HaKOMIMEeHWe C nepcoHasibHbIMW  AaHHbIMU
HeorpaHM4YeHHOro Kpyra nvud, B ToM 4ucrie obHapogoBaHWe NepCcoHarnbHbIX OAHHbIX B
cpencrsax MaccoBOW nHdopmMaLuu, pasmelleHne B NHGOPMaLMOHHO
TENEeKOMMYHUKAUNOHHBIX CeTaxX WU npefocTaBneHne JocTyna K nepcoHarnbHbIM
AAHHbIM KaKUM-IMBO MHLIM CNOCOBOM.

Pecypc WHpOpPMALMOHHOM CUCTEMbI - WMEHOBAHHbIA 3f1IEMEHT CUCTEMHOrO,
NpUYKNagHoro unu annapatHoro obecneyvyeHns PYHKUNMOHUMPOBAHUS MHAOPMaLMOHHOM
CUCTEMBI.

CneunanbHble KaTeropMmM nepcoHanbHbIX [AaHHbIX - MNepcoHaribHble [OaHHbIE,
Kacawlimecs pacoBOW, HaUWOHANbHOW NPUHAOMEXHOCTWU, MONMUTUYECKUX B3rMsAO0B,
PENUrMo3HbIX Unun mnocodcknx ydexaeHmn, CoOCToOSHMUS 300POBbA U UHTUMHOW XKU3HN
cybbekTa nepcoHarbHbIX JaHHbIX.

CpeactBa  BbIMMCIMTENBHOW  TEXHWUKM -  COBOKYMHOCTb  MPOrpamMMHbIX U
TEXHUYECKMX 3NIEMEHTOB CUCTEM 0OpabOTKM AaHHbIX, CMOCOOHBLIX (OYHKLUMOHUPOBATL
CaMOCTOSITENBHO MK B COCTaBE OPYrUX CUCTEM.

Cybbekt poctyna (CyObekT) - nuuo wWnu  npouecc, AOencTBusi KOTOPOro
pernaMmeHTUpyTCS NpaBuiaMm pasrpaHMyeHms gocTyna.

TexHMYecKnn KaHan yTeukn nHopmaumm - COBOKYNHOCTb HOCUTENs nHopmaumm
(cpeoctBa 06paboTku), usndeckonm cpenbl pacrnpocTpaHeHuss MHEPOPMAaTMBHOIO
curHana v cpefcTs, KOTopbiMM Ao6biBaeTCsa 3alumiaemasa nHdopMaums.

TpaHcrpaHnyHas nepegaya nepcoHanbHbIX OaHHbIX - nepefada nepcoHanbHbIX
AaHHbIX onepaTtopoM 4epe3d [ocymapcTBeHHy rpaHuuy Poccunckon denepauum
OopraHy BfacTu MHOCTPAHHOIO rocydapcTBa, PU3NYECKOMY UMW HOPUANYECKOMY NuLy
WHOCTPaHHOro rocygapcraa.

Yrpo3bl 6€30MacHOCTU MNepcoHanbHbIX [OaHHbIX - COBOKYNMHOCTb YCINOBUA W
(haKkTopoB, CO3AatoLLMX ONACHOCTb HECAHKLNMOHUPOBAHHOIO, B TOM YUCAE CIy4anHoro,
A0CTyna K NepcoHarbHbIM JaHHbIM, pe3ynbTaTOM KOTOPOro MOXeT CTaTb YHUYTOXEHME,
n3MeHeHne, BGNoKMpoBaHMe, KONMpoBaHWe, pacnpoCcTpaHeHNe NepcoHarbHbIX OaHHbIX,
a TaKKe WHbIX HEeCaHKLMOHMPOBAHHbIX AencTBun npum  wux obpaboTke B
NHGOPMAaLIMOHHOWN CUCTEME MEPCOHASTbHbIX AaHHbIX.

YHUYTOXEHNEe MepCcoHarnbHbIX [OaHHbIX - [OENCTBUS, B pesynbTaTe KoTopbiX
HEBO3MOXHO BOCCTAHOBWUTb COAEp)KaHWe MepcoHarnbHbIX AAaHHbIX B UHOPMALMOHHOWN
cUCTEMe MepcoHarnbHbIX [AaHHbIX WNM B pe3ynbTaTe KOTOPbIX YHUYTOXAOTCS
maTepuarnbHble HOCUTENW NepPCoHarnbHbIX OaHHbIX.

YTeuka  (3awmwaemon)  uHPOpMaLMM  NO  TEXHUYECKMM  KaHanam -
HEKOHTPONMpyeMoe pacnpocTpaHeHne wuHdopMaumm OT HOCUTens 3awuaemMon
WHGopMauum  4Yepes  uU3MYECKylo  cpedy OO0  TEXHUYECKOro  cpencTtsa,
OCYLLIeCTBNSAOLLEro nepexsaT UHopmauuu.



YA3BMMOCTb - crnabocTb B cpeacTBax 3aluTbl, KOTOPYO MOXHO MCNOMb30BaTh 4NN
HapyLUeHUs CUCTEMbI UIN coepXXallemncs B Hen MHdopmaLnn.

LlenocTtHocTb MHopMaumm - cnoCOOHOCTb CpeacTBa BblYUCIUTENbHONM TEXHUKU
UNn aBTOMATU3NPOBAHHOM cUCTeMbl obecneynBaTb HEU3MEHHOCTb MHGOpMauun B
YCIOBUSIX CIy4YanHOro u/unmn npegHamMmepeHHoro UCKaxeHus (paspyLieHus).

O603Ha4YeHNs N COKpaLLEHWS:

ABC - aHTUBMpPYCHbIE CpeacTBa

APM - aBTOMatmn3npoBaHHoe paboyee MecTo

BTCC - BciomoraternbHble TeEXHNYEeCKMe CpeacTBa 1 CUCTEMBI
WCIMOH - nHbopmaumoHHasa cuctema nepcoHasnbHbIX AaHHbIX
K3 - koHTponupyemas 30Ha

JIBC - nokanbHas Bbl4MCNUTENBHAs CETb

M3 - mexxceTeBOW 3KpaH

HC[ - HecaHKLMOHMPOBAHHbIA 4OCTYN

OC - onepaunoHHas cuctema

MOH - nepcoHanbHble AaHHbIE

MMB - nporpaMmmMHO-MaTeEMaTMYeCcKoe BO34enCTBue

MO - nporpammHoe obecneveHne

M3MUNH - nobo4YHbIE SNEKTPOMArHUTHLIE U3MyYEHNSA N HABOOKW
CAS3 - cuctema aHanmusa 3alluLLLEeHHOCTH

C3W - cpeacTBa 3awmtbl MHGOpMaL MM

C3lAH - cuctema (nogcmcrema) 3awmThbl NEPCOHANbHBIX AAHHbBIX
COB - cuctema obHapyXeHus1 BTOPXXEHUI

TKY U - TexHn4eckme kaHarbl yTe4Ykn nHpopmaumm

YBINAH - yrpo3bl 6€30nacHOCTU NepPCOHarbHbIX AaHHbIX

Knaccudgumkauunsa HapywmTtenemn

Mo npwusHaky npuHagnexHoctn k WCIIOH Bce Hapywmtenu Aenatcsa Ha OBe
rpynnbi:

- BHELLHWE HapywuTenu - dusndeckne nuua, He nMmerLLmne npasa npedbiBaHNSA Ha
TEPPUTOPUN  KOHTPONMMPYEMOM  30HbI, B Mpedenax KoTopon pasmellaeTcst
obopyaosaxne UCT1OH;

- BHYTPEHHME HapywmnTenu - dmsmyeckne nuua, uMeroLlme npaBso npedbiBaHNs Ha
TEPPUTOPUN  KOHTPONMPYEMOM  30HbI, B Mpedenax KoTopon pasmellaeTcs
obopyaosaxne UCTOH.

BHewHun HapywimTens



B kayecTtBe BHEWHero HapywuTtens uWHOpMaLMOHHON  ©Ge3onacHoCTH,
paccMmaTpuBaeTCs HapyluuTernb, KOTOpbIA HE MMeEEeT HenocpeacTBEeHHOro AocTyna K
TEXHWYEeCKUM CpeAacTBaM UM pecypcaM CUCTEMbl, HaxoA4swuMca B npegenax
KOHTPONUPYEMOWN 30HbI.

lMpeaononaraeTcsd, 4YTO BHELWHWW HapyLuTeNnb He MOXeT BO34eWCTBOBaTb Ha
3awmuaemyo  MHopmaumMilo Mo TEXHUYECKMM KaHanam YTeYkW, Tak Kak obbem
MHopMauuKn, xpaHnmon n obpadartoisaemon B ICIH, ABNAeTCA HEAOCTATOYHbIM ANs
BO3MOXHOW MOTMBaLMM BHELWIHEro HapywuTena K OCYLWEeCTBIIEHUIO OeNCTBUN,
HanpaBfiEHHbIX  YTEYKY  WHOPMaUMM MO  TEXHUYECKMM  KaHanam  YTeuKW.
lMpegnonaraeTcs, YTO BHELLUHNA HAPYLUMUTESTb MOXET BO34ENCTBOBaTb Ha 3allMLLiaeMyto
MHOPMaLMIO TONBbKO BO BPEMS €€ Nepeaadn no KaHanam CBs3u.

BHyTpeHHMI HapywnTenb

BO3MOXHOCTM BHYTPEHHEro HapyliMTens CyLwecTBeHHbIM 0Opa3oM 3aBWUCAT OT
AECTBYIOWNX B npeaenax KOHTPONMMPYEMOW 30Hbl OrpaHUYUTENbHbIX hakTopoB, U3
KOTOPbIX OCHOBHbIM SIBAIIETCA peanu3aums KoMmnsekca opraHu3aunoHHO-TEXHUYECKMX
Mep, B TOM uucne no nogdbopy, pacctaHoBke U obecrneyeHuto  BbICOKOW
npodeccnoHanbHONW MNOLrOTOBKM  KagpoB, [OOMYCKY  (PU3MYECKMX §NuL,  BHYTPb
KOHTPONMMPYEMOWN 30Hbl U KOHTPOSIKO 3a MOPSIAKOM npoBeaeHust paboT, HanpaBreHHbIX
Ha NpedoTBpaLleHne N npecevyeHne HeCcaHKLUMOHNMPOBAHHOIO JOCTYNa.

Cuctema pasrpaHudenna goctyna WCIMOH obecneunBaeT pasrpaHUYeHne npas
nonb3oBaTefnien Ha JOCTYN K UHPOPMALMOHHBIM, NPOrpaMMHbIM, annapaTHbIM U ApYrm
pecypcam WCIIOH B COOTBETCTBMM C TMPUHATOM MNOSIUTUKOM MH(OPMALMOHHON
6esonacHocTU. K BHYTPEHHUM HapyLUMTENsAM MOryT OTHOCUTBCS:

- agMunnHuctpartopbl UCTNOH (kaTeropus |);

- aAMUHUCTPATOPbl KOHKPETHbIX nogcucteM unu 6a3 gaHHbix CMOH (kaTteropus

I1);
- nonb3oatenu NCIOH (kateropus Il1);

- nonb3oBaTenu, SABMSIOLIMECH BHELHUMW MO OTHOLUEHWMIO K KOHKpeTHou, AC
(kateropus IV);

- nvua, obnagarowme BO3MOXHOCTBK [OCTyna K cucTeMe nepefadn LaHHbIX
(kaTeropusa V);

- COTPYOHVKM pPaMOHHOro COBETa, MMEKLIME CaHKLUMOHMPOBAHHbLIN AO0CTYyNn B
cnyebHbIX Lensax B NOMELLEHNs, B KOTOPbIX pa3melwyatotca anemenTsl CIOH, HO He
nMetroLme npaea goctyna Kk Hum (kateropus VI);

- obcnyxusarLwm NnepcoHan panoHHOro coBeTa (oxpaHa, paboTHUKN MHXEHEPHO-
TexHu4eckmx cnyx6 un 1.4.) (kateropus VIl);

- YNOJSTHOMOYEHHbIN nepcoHan paspabotunkoB VCI[OH, KOTOpLIA HA OOrOBOPHOM
OCHOBE MMEET MpaBO Ha TEXHUYECKOe OBCnyXmBaHWe U MoaMMKauuio KOMMOHEHTOB
NCIMAH (kaTeropusa VIII).

Ha nuu «kateropum | wn |l BO3NOXeHbl 3agayn NO agMUHUCTPUPOBAHUIO
nporpaMmHo-annapaTtHbix cpeactB u 6a3 ganHbix WCMOH gns uvHTerpaumm m
obecneyeHns B3aMMOAENCTBUS Pas3fnuyHbIX noacuctem, Bxoadwmx B coctas NCIIOH.
AOMUHUCTpaTOpbl MOTEHUWanbHO MOryT peanu3oBbiBaTb Yyrposbl Wb, wncnonb3ya



BO3MOXHOCTU MO HEenocpeAcTBEHHOMY [AOCTyny K 3awuuaeMon MHdopmaumu,
obpabatbiBaemon n xpaHumon B WCIIOH, a Takke K TEXHUYECKMM U MPOrpaMMHbIM
cpeacteam UCTIOH, BKkovas cpeacTsa 3alimTbl, UCMOMb3yeMble B KOHKPEeTHbIX, AC, B
COOTBETCTBUW C YCTAHOBIEHHbLIMU ANSA HAX aMUHUCTPATUBHBLIMU NOSTHOMOYUAMMU.

OTM nuua Xopowo 3HaKOMbl C OCHOBHbIMW anropuTMamu, nNpPOTOKONamu,
peanuayeMbiM1 U UCMONb3yeMbIMU B KOHKpeTHbIX nogcuctemax u MCMOH B uenom, a
TakKe C NPMMEHsIeMbIMW NPUHLMNAMK U KOHLEeNUusiMm 6e30nacHoCTu.

Mpepnonaraetcs, 4TO OHM MOrnM 6bl UCNONb30BaTh CTaH4apTHOEe obopyaoBaHue
nmbo ana mnaeHTudukaumm ysssumocTten, nmbo onsa peanmsauumn yrpo3 Ub. [JaHHoe
obopynoBaHMe MOXET ObITb Kak YacTbiO LUTATHbIX CPEACTB, Tak M MOXET OTHOCUTLCSA K
nerko nonyyaemomy (Hanpumep, nporpaMmmHoe obecnevyeHne, nofyYyeHHoe Wu3
00LLe0CTYNHbIX BHELUHUX MCTOYHUKOB).

Kpome TOro, npegnonaraetcs, 4To 3T nvua Mornum Obl  pacnonaratb
cneumannaMpoBaHHbIM 060pya0BaHNEM.

K nuuam kateropuii | n Il BBMay mx wmcknoumtenoHon ponun B WCTOH gorkeH
NPUMEHSTLCS KOMMIEKC OCOObLIX OpraHn3auVoHHO-PEXUMHBLIX Mep No ux noabdopy,
NPUHATUIO Ha paboTy, Ha3HAYEHUO Ha [OOIMKHOCTb W  KOHTPOMK  BbIMNOSHEHUS
YHKUMOHarNbHbIX 06513aHHOCTEN.

lMpepnonaraetcs, 4To B 4ncno nuy kateropuin | n |l 6yayT BKNoYaTbCA TOMBKO
AOBEPEHHbIE NNLA M MO3TOMY YKa3aHHbIE NMLA WMCKIYaKTCA U3 YUcna BEPOSITHbIX
HapyLmnTenen.

Mpeaononaraetcqa, Jto nuua kateropun |lI-VIII oTHocATCA K BepoOATHbIM
HapyLnTensm.

MpegnonaraeTcsi, 4YTO BO3MOXHOCTb CroOBOpa BHYTPEHHMX HapylumTeneu
MarnoBeposiTHa BBUAY NPUHATHIX OPraHN3aLMOHHbIX M KOHTPOSMPYHOLLMX Mep.

MpegnonoxeHus o6 MMerLWwenca y HapywmTensa nHdopmauum
06 obbekTax peanusauum yrpos

B kayecTBe OCHOBHbIX ypPOBHEN 3HaHMK Hapywmtenen o6 AC MOXHO BblOAENUTb
cneaywowue:

- obwasn MHpopmMaums - MHpopmauun 0 HasHa4YeHUs U OBLLUMX XapaKTepPUCTUKaX
NCMNAm;

- aKcnnyaTauuMoHHast  MHdopmaumss - MHdopMauusi,  MonyyYeHHass U3
3KCNNyaTauMoHHOW AOKYMEHTaUNUN;

- YyBCTBUTENbHAS nHopmauus - nHdpopmauus, AononHsowas
aKcnnyaTaunoHHyo mnHdpopmaunio 06 WCIMOH (Hanpumep, CBeOEHWA U3 MPOEKTHOW
nokymeHTauun ACTOR).

B yacTtHoCTH, HapywnTerlb MOXeT UMeTb:

- ODaHHble 00 opraHusaumm paboTbl, CTPYKTYpPE M MCMNOJIb3YEMbIX TEXHUYECKUX,
NpPOrpaMMHbIX U NMPOrpamMmMHO-TEXHUYecKkux cpeacteax NCIOH;



- cBegeHnss 06 wmHopmaumnoHHbix pecypcax WCIOH: nopsgok v npasuna
CO3[daHus, XpaHeHus U nepegayn  umHoOpMauumM, CTPyKTypa UM CBOWCTBa
MHPOPMaLNOHHBIX MOTOKOB;

- [haHHble 00 yA3BMMOCTAX, BKMOYas [daHHble O HeLOKYMEHTUMPOBaHHbIX
(HeaeknapMpoBaHHbIX) BO3MOXHOCTAX TEXHUYECKUX, MPOrpaMMHbIX M MNPOrpaMmHO-
TexHudeckux cpeacts UCTOH;

- OaHHble O peanu3oBaHHbiX B NC3W npuHuunax v anroputmax; - UCXOAHbIE
TEKCTbl NporpammHoro obecnevexnms WCIOH;

- CBeEHNs 0 BO3MOXHbIX KaHanax peanusauum yrpos;
- MHopMaUuwto o cnocobax peanusaumm yrpos.

Mpeaononaraetcda, yto nuua kateropuun |l n kateropum IV BnagewoT TOMbKO
3KcnyaTaunmoHHon nHdopmaumen, 4to obecnevnBaeTcsl opraHM3aumoHHbIMKU MepPaMM.
Mpn atom nuua kateropum IV He BnagewT NaposfibHOW, ayTeHTUduuupyowen u
KnioyeBon WHpopmaumen, ucnonbdyemon B AMC, K KOTOPbIM OHW HE UMEKT
CaHKUWOHUPOBAHHOIO JOCTYNa.

lMpeaononaraetcd, 4to nNuua kateropum V BnagewoT B TOM WKW MHOW 4acTu
YYBCTBUTENIBHOW W 3KCNfyaTaumoHHOW uMHOpMauuen o cucteme nepegadu
MHpopMauumn n obuen nigpopmaumnen 06 AVIC, ncnonbayowmx 3Ty CUCTEMY Nepenaydn
nHpopmauumn, 4to obecneymBaeTca OpraHM3aLMOHHbIMKM Mepamu. [lpu 3aTom nuua
kKaTeropyum V He BnagewT naporibHOM W ayTeHTuduumpylowen uHgopmaumen,
ncrnonb3yemon B AC.

Mpeaononaraetcd, 4to nuua kateropmm VI u nuua kateropun VIl no ypoBHIO
3HaHWW He NPeBOCXoAAT Nnuua Kkateropum V.

Mpepnonaraetca, 4to nuua kaTteropum VIl obnagaloT 4yBCTBUTESNBLHON
nHdopmaumnen o6 WCIMOH n dyHKUMOHaANbLHO oOpueHTupoBaHHbIX AWC, Bkniovas
nHopMaumnio 06 YyA3BMMOCTAX TEXHMYECKMX W nporpammubix cpeacts WCTIOH.
OpraHnsaunoHHbIMM MepamMu npegnonaraeTcs UCKNYnTb gocTyn nuy kateropum VI k
TEXHUYECKMM U nporpammHbiM  cpeactBam  WCIIOH B MoMeHT o06paboTtkm c
NCNOSIb30BaHNEM ITUX CPEACTB 3aLLunLaeMon NHopMmaLnn.

Takum obpasom, Haubonee wuHdopmmpoBaHHbiMM 06 AUC gBndaTca nuvua
kaTeropuu Il n nuua kateropum VIII.

CteneHb MHPOPMUPOBAHHOCTU HapyLMTENs 3aBUCUT OT MHOIMMX (OaKTOpOB,
BKIMOYasa peanu3oBaHHble B aAMUHUCTPaAUMM KOHKPETHbIE OpraHn3aumoHHble Mepbl U
KoMneTeHumto Hapywutenen. [1o3aToMy OOBEKTMBHO OUEHUTb OObEM  3HaHWN
BEPOSITHOIO HapylwmTens B obLwemM cnyyae npakTuyeckn HEBO3MOXHO.

B cBA3M C M3NOXEHHbIM, C LEeNbio CO34aHnsa onpeaeneHHoro 3anaca npoYHOCTU
npegnonaraeTcs, YTO BEPOATHbIE Hapywmtenu obnagatT BCen WUHdopMaumnen,
HeobxooMMOW ANA MOArOTOBKM M peanu3auumn yrpos, 3a UCKIYeHneM MHdopmaLmu,
AOCTYN K KOTOPOM CO CTOPOHbl HapyLuTens UCKNioYaeTcss CUCTEMOW 3alUnTbl
nHpopmauun. K Takonm wuHopmauuu, Hanpumep, OTHOCUTCA  MNaposibHas,
ayTeHTUdUUMpyoLWwasa n Kroyesas nHpopmauus.

MpeanonoxeHusi 06 UMEOLNXCS Y HApYLUMTENs CpeacTBax peanusaummn yrpos

I'Ipe,u,nonaraeTc;l, YTO HApyLWInNTESlb UMEET:



- annapaTtHble kKoMnoHeHTbl C3MAH 1 CO C3lOH;

- JOCTynHble B CBOOOAHOWM Npoaaxke TEexXHW4Yeckne cpeacTBa UM MporpaMmMHoe
obecrneyeHue;

- cneuvanbHo pa3paboTaHHble TexHU4Yeckue cpeacTtea U NporpaMMHoe
obecrneyeHue.

BHYTpeHHUI HapyLLIMTEeNb MOXET UCMOMb30BaTh LUTATHbIE CPEACTBA.

CocTaB MMeLMXCA Y HapyLumnTensa cpeacTB, KOTOpble OH MOXET MCMNofb3oBaTb
ana peanusauum yrpo3 Ub, a Takke BO3MOXHOCTU MO UX NPUMEHEHUIO 3aBUCAT OT
MHOMMX aKTOpOB, BKIOYaA peanun3oBaHHble Ha O0ObekTax aAMUHUCTpaLuMu
KOHKpPEeTHble OpraHu3aumoHHble Mepbl, (PMHAHCOBbIE BO3MOXHOCTU W KOMMETEHLMIO
HapyLmnTenen.

[Mo3TOMy OOBLEKTMBHO OLEHUTb COCTaB MMEWLUXCA Y HapywuTens cpencts
peanu3auun yrpo3 B obLleM criydyae MpakTUYeckn HeBO3MOXHO. [loaTomy, Ans
co3gaHusa yctonumson C3IAH npeanonaraeTcsi, YTO BEPOSATHbIA HApyLUTENb MMeEeT
BCe HeobxoguMmble NS peanu3auumn yrpo3 CpencrtBa, BO3MOXHOCTM KOTOPbIX He
NpeBOCXoOAT  BO3MOXHOCTM  aHamnoruMyHbIX  CPeacTB  peanu3auun  yrpo3  Ha
MHpopMauuio, coaepXallyto CBeOeHUs, COCTaBnslowme rocygapCTBEHHYIO TanHy, U
TEXHMYecKne 1 NnporpamMmMHble cpefcTBa, obpabaTbiBatoLme 3Ty MHpopMaumio.

BmecTe ¢ Tem npegnonaraeTcs, YTO HAPyLUUTENb HE UMEET:
- cpefcTB nepexeaTta B TEXHUYECKMX KaHanax yTeuku;

- CpeAacTB BO3AEWCTBUSA 4epe3 curHamnbHble uenv  (MHOPMAaUUOHHbIE U
ynpasnsowme nHtepdencosl CBT);

- CpeAcTB BO3OEWCTBUMS Ha WCTOYMHUKM W 4Yepe3 Lenu nuUTaHus; - CPeacTB
BO30eNCTBUS Yepes Lenu 3a3eMIeHNs;

- CpeACTB aKTMBHOrO BO3LEWCTBUS Ha TexHMYeckMe cpeactea (cpeacTs
obny4yeHus).

Mpepnonaraetcs, 4To Hanbonee CoOBEpPLUEHHbIMM CPeaAcTBaAMM peanusaumm yrpos
obnagatot nuua kateropum Il n nuua kateropun VIII.

Yrpo3bl yTeYkM MHPOPMaLUKN NO TEXHNUYECKMM KaHanam
Yrpo3bl yTEUKM aKyCTUYECKOM (peyeBon) NHpopmaumm

Bo3HMKHOBEHME  yrpo3  yTEYKM  aKycTudeckom (pedeBon)  UMHdOopMauuu,
codepallencsa HenocpeacTBEHHO B Npou3Hocnmon peyun nonb3dosatens VCTOH, npu
obpabotke MNAH B UCT1[H, BO3MOXHO npu Hanuunmn yHKuum ronocosoro seoga MNAH B
NCIMOH unu doyHkunn Bocnpounsseaerus MNOH akyctuyeckummn cpeacteamu VCIMOH.

B UCIMAOH cenbckoro noceneHus yHKuumn ronocosoro Beoga MNAOH nnn dyHKunn
BocnpoussegeHna [1OH akycTudeckumn cpeactsamMm  OTCYTCTBYKOT. BepoaTHOCTb
peanusauumn yrposbl - ManoBeposiTHa.

Yrposbl yTeukn BnaoBon nHopmMauum



Peanusauus yrposbl yTeukn BMAOBOWN MHAOPMALIMK BO3MOXHA 3a CHET npocmoTpa
MHpopMauun € NOMOLLBID ONTUYECKUX (OMTUKO-IMEKTPOHHbIX) CPEACTB C 3KpPaHOB
aucnneeB W AOpYyrMx CpPeacTB OTOOpaXeHus CPedcTB  BbIYMCIUTENBbHOM  TEeXHUKM,
NH(POPMALNOHHO-BBIYUCIIUTESNBHBLIX KOMMIIEKCOB, TEXHWYECKUX Ccpeacts obpaboTku
rpadpuyeckon, BMAEO- U OYKBEHHO-UUGPOBOM MHpOpMauUnnN, BXOOALWMX B COCTaB
NCIran.

B yuypexaoeHun BBedeH KOHTpPOMb [0CTyrna B KOHTposiMpyemyto 30HY, APM
nonb3oBaTefien pacrnosioXeHbl Tak, YTO MPaKTUYECKU UCKIOYEH BU3yaribHbIA OOCTYN K
MOHUTOPaM, a Ha OKHax yCTaHOBIIEHbI Xanto3u.

BepoaTHOCTb peanusauumn yrposbl - ManioBeposiTHa.
Yrposbl yTeukn nHgopmaummn rno

kaHanam NOMUH

Yrpo3sbl yTeukn uHpopmaumm no kaHany MNOMWUH, BO3MOXHbI M3-3a HanuMyus
napasuTHbIX ANIEKTPOMArHUTHbIX U3nydeHnn y anemenTos NCIOH.

Yrpo3bl OaHHOro Kracca MasioBEpPOATHbI, T.K. pa3Mep KOHTPOSIMPYEMOW 30HBbI
bonbwon, n anemeHTbl NCIMOH 9KpaHUPYHOTCA HECKONbKMMU HECYLLUMMU CTEHaMU, U
napasuTHbIN CUrHam MackupyeTcss CO MHOXECTBOM [ApYrMx MapasuTHbIX CUrHanoB
aneMeHTOoB, He Bxoaswmnx B UCIMOH.

yrp03bl HECaHKUMOHNPOBAHHOIO AoCTyna K I/IHd)OpMaLl,I/II/I

Peannzauusa yrpo3 HC[l Kk uHgopmauum MoXeT NpuBOAUTL K Credyowmm Buaam
HapyLweHus ee 6e3onacHOCTH:

- HapyLweHuo KOHOMAEHUMANbHOCTH (konnpoBaHue, HenpaBoMepHoOe
pacrnpocTpaHeHue);

- HapyLweHuto LestoCTHOCTA (yHW—ITO)KeHVIe, I/I3MeHeHI/Ie);

- HapyLWeH1o A0CTYNHOCTU (BnoknpoBaHue).

Yrpo3bl YHUUTOXEHUS, XMLLeHnsa annapaTHblx cpeacts NCIOH HocuTenen

MHopMauumn nytem gunanyeckoro goctyna K anemeHtam NCIaH
Kpaxa NMN3BM

Yrpo3sa ocyuwiectensiercs nytem HCL, BHELUHMMW U BHYTPEHHUMUW HAPYLUNTENAMA B
nomeLLeHuns, rae pacnonoxeHbl anemeHTol CIMOH.

B y4ypexgeHun BBegeH KOHTPOSb AOCTyna B KOHTPONMPYEMYK 30HY, OBepw
3aKpbIBAOTCSA Ha 3aMOK.

BeposaTHOCTb peanu3aumm yrposbl - MarnoBepoATHa.
Kpaxa HocuTenen nigpopmaumnm

Yrpo3sa ocyuiectensietcs nytem HCJl BHELUHUMW 1 BHYTPEHHUMU HapYLUMTENSAMU K
HOCUTENSM MHpOopMaLUN.



B cenbckom coBeTe BBeAEH KOHTPOSNb AOCTYyNa B KOHTPOMUPYEMYIO 30HY, OBepu
3aKpbIBAlOTCA Ha 3aMOK, BEIETCA y4YeT U XpaHeHne HocuTernen B cende.

BepoaTHOCTb peanusauumn yrposbl - ManioBeposiTHa.
Kpaxka kntoden n atpmbyToB goctyna

Yrpo3sa ocywecTtensietcst nyteM HCL, BHELWHUMWN 1 BHYTPEHHUMMW HapPYyLUUTENSMN B
NoMeLLIeHUs, rae NPoucxXoamT paboTa nonb3oBaTtenen.

B cenbckom coBeTe BBeAeH KOHTPOJ1b OOCTYyrMa B KOHTPOJIMPpyEMYHO 30HY, OBEPU
3aKpbIBaklOTCA Ha 3aMOK, OpraHn3oBaHO XpaHeHWune Knoven B ce|7|q)e 1N BBedeHa
NOJINTUKA «4HNUCTOro CTOJ1a».

BeposaTHOCTb peanusaumm yrposbl - MaroBepoATHa.
Kpaxu, mogndukaummn, yHUHTOXEHUS MHpopmaLumm

Yrpo3sa ocyuwiectensietcs nytem HCL, BHELUHMMWU U BHYTPEHHUMUW HAPYLUNTENSAMU B
nomeLleHns, rae pacnosioxeHol anemeHTol WCIMOH 1M cpeactBa 3awuThbl, a Takke
npoucxogut paboTa nonb3oBaTenen.

B cenbckom coBeTe BBefeH KOHTPONb AOCTyNa B KOHTPONMPYEMYO 30HY, ABepw
3aKpbIBAKOTCA Ha 3aMOK.

BeposaTHoOCTb peanusauum yrposbl - ManoBeposiTHa.
BeiBoa 13 cTpos y3nos [NOBM, kaHanoB cBa3n

Yrpo3sa ocyuwecTtensietcs nyteM HCL, BHELWHUMWN 1 BHYTPEHHUMMW HapPYyLUUTENAMUN B
nomeLlleHus, rae pacnornoxeHbl aneMmeHTbl UCIMOH 1 npoxoasT kaHambl CBA3W.

B cenbckom coBeTe BBeOeH KOHTPOJ1b OOCTYyMa B KOHTPOJIMpyeEMYHO 30HY, OBEPU
3aKpblBakOTCA Ha 3aMOK, YCTaHOBJI€EHbl PeELUEeTKNM Ha nNepBbiX 3Ta)axX 3OaHuA.
BepOFITHOCTb peanun3auunmn yrpoadbl - MarioBepodTHa.

HecaHKUMOHMPOBaHHOE OTKNIOYEHNE CPEACTB 3aLUUThI

Yrpo3sa ocyuwiectensietcs nytem HCL, BHELUHMMWU U BHYTPEHHUMUW HAPYLUNTENAMA B
NoMeLLEHWs, TAe pacnonoxeHbl cpeactaa 3awmtbl MCIOH.

B cenbckom coBeTe BBeAEeH KOHTPOSb OOCTyna B KOHTPONMPYyeMyk 30HY, OBepU
3aKpbiBalOTCS Ha 3amok, nonb3oBaTtenu NCIOH nponHCTpykTUpoBaHbl 0 paboTte ¢ MNAH.

BeposiTHOCTb peanusauum yrposbl - MariloBeposiTHa.

Yrpo3bl XuLEHUs, HECAHKUMOHMPOBAHHOW Moaudmkaumm wunu 6nokmpoBaHus
WHpopmauumn 3a cyeT HecaHKuMoHupoBaHHOro poctyna (HCO) ¢ npumeHeHuem
nporpaMmHo-annapaTHbiX M NPOrpaMMHbIX CpeacTB (B TOM 4ucne nporpaMmHo-
MaTemMaTUyYeCKUX BO34ENCTBUN)

[elicTBMA BpedoHOCHbIX NporpamMm (BUpycoB)



[MporpaMMHO-MaTeMaTUYeCKOE BO3OENUCTBME — 3TO BO3AENCTBME C MOMOLLLIO
BPEAOHOCHbIX nporpamm. lNporpammon ¢ nNoTeHUWanbHO OMacCHbIMW MOCNEeACTBUAMM
UM BPEAOHOCHOW MporpammMmon (BUPYCOM) Ha3blBalOT HEKOTOPYK CaMOCTOSTESNbHYIO
nporpammy (Habop MHCTPYKUMI), KOTOpas crnocobHa BbINOMHATL fboe Henyctoe
NOLAMHOXECTBO CneayrLUnX OyHKLNNA:

- CKpbIBaTb MPU3HaKM CBOETO MPUCYTCTBUS B MPOrpaMMHON cpefie KOMMbITEpa;

- obnagatb CNOCOOHOCTLIO K CcamMoAaybnmpoBaHWIO, accouMmMpoBaHulo cebsi C
ApyrMMmn nporpaMmmamm u (Mnm) nepeHocy CBOMX (pparMeHTOB B MHble obnactu
onepaTMBHOM UMW BHELLHEN NaMATH; - paspyLllaTb (MCKaXkaTb NPOU3BOSIbHbIM 06pa3om)
KOA4 NporpaMm B onepaTUBHON NaMATH;

- BbINONHATb 6€3 MHMLMMPOBaAHUSA CO CTOPOHbI NONb3oBaTens (NoNb30BaTENbLCKOM
nporpammMbl B LUTATHOM peXMME €€ BbINOMHEHUS) LeCTPYKTUBHbIE  hyHKUUK
(koNMpoOBaHUs, YHUUTOXEHUS, BNOKMPOBAHNA U T.1.);

- COXpaHATb parMeHTbl MHopMauMn M3 onepaTtuBHOM NaMATU B HEKOTOPbIX
obnacTax BHELHeN NamMaTn NPSIMOro A0CTyna (NoKanbHbIX UK yaaneHHbIX);

- UCKaxaTb Npou3BOSibHbIM obpa3om, 6nokvpoBatb W (MNK) NOLMEHNATH
BbIBOAMMbIA BO BHELUHIOK NamMATb WM B KaHan CBA3M MaccuB  MHdopmaumu,
obpasoBaBlMiicA B pesynbTate paboTbl NPUKNAgHbIX NPOrpaMMm, WNKN  yxe
Haxoasimnecs BO BHELUHEN NaMATU MacCuBbl AaHHbIX.

B cenbckom coBeTe Ha Bcex anemeHTax MCIIOH ycTaHOBRNeHa aHTMBMpPYCHas
3awuTa, BBegeHa NonnTuka orpaHNYeHHOro NCMNofb30BaHUA NporpaMm, nonb3oBaTenu
NPOVHCTPYKTUPOBaHbI O Mepax NpeaoTBpaLLeHNs BUPYCHOIO 3apaKeHus.

BeposiTHOCTb peanu3aumm yrposbl - HU3Kasi.

HepeknapupoBaHHble BO3MOXHOCTU cuctemHoro MO n MO
Anst 06paboTkM nepcoHarnbHbIX AaHHbIX

HeﬂeKﬂapMpOBaHHble BO3MOXHOCTU - (*)yHKLl,I/IOHaJ'IbeIe BO3MOXHOCTU CpencTB
BbIYUCIINTENBHON TEXHWUKW, HE OMUCaHHbIE UNN He cooTBeTCcTByOWnE OrNMnCaHHbIM B

AOKyMeHTauuu, npwu NCrnonb30BaHUn KOTOPbIX BO3MOXHO HapyLleHue
KOH(pnOeHUManbLHOCTH, AOCTYNHOCTU nnm LEenoCTHOCTHU obpabaTbiBaemomn
MHopMauuu.

B cenbckom coBeTe HeT nporpamMmmMmHoOro obecneyeHus, paspa6aTb|BaeM0ro
COBCTBEHHBLIMMU paSDaGOT‘-II/IKaMI/I/CTOpOHHVIMI/I creunannctamu.

BepoAaTHOCTb peanusauum yrposbl - ManioBeposiTHA.
YcrtaHoBka 1O, He cBSA3aHHOIO C UCMONTHEHNEM CIy>KeOHbIX 0653aHHOCTEN

Yrpo3a oOcCywecTBNAeTcAa nyTeM HeCaHKUMOHMpoBaHHOM  ycTaHoBku [10O
BHYTPEHHUMM HapyLLIMTENAMMU, 4yTO MOXeET NpUBECTU K HapyLLUEHUIO
KOH(pnOeHUManbHOCTU, LeNocTHocTu 1 goctynHocTu Bcen CTOH nnu ee anemeHToB.

B cenbckom coBeTe BBEAEHO pasrpaHUYeHMe npaBaMy MNonb3oBaTenen Ha
yctaHoBky MO 1 oCyLecTBnseTCsa KOHTPOSb, NOMb30BaTENM MPOMHCTPYKTUPOBAHbI O
nonutuke yctaHosku 0.



BeposiTHOCTb peanusaumm yrposbl - MariloBeposiTHa.

Yrpo3bl He NpeaHaMepeHHbIX AEUCTBUI NONb3oBaTeNEeN N HapyLeHnn 6e3onacHoCTn
dyHKumoHunposaHua VCIOH n C3IMOH B ee cocTaBe n3-3a cboeB B NpOrpamMmMHOM
obecneyeHnn, a Takke OT Yrpo3 He aHTPONOreHHoro (cboes annapaTtypbl U3-3a
HeHaLeXHOCTU 3NIEMEHTOB, COOEB ANEKTPONUTaHUS) U CTUXMIAHOTO (YAAapOB MOSHUA,
noXkapoB, HABOOHEHWUI U T.N.) XapakTepa

YTpara kntoden n atpubytoB gocTyna
Yrposa ocywecTBnseTca 3a CcyeT [OEeNCcTBUA  YenoBeyecKoro  pakrtopa
nonob3oatenen NCI[OH, koTopble HapyLwatT NOSIOXKEHUSA NAPOSIbHON NONUTUKE B YacTn
NX co3gaHus (cosparoT fnerkme unu nycTble Naponu, He MeHST Naposnv No NCTEYEHUN
CpoKa WX XW3HW UM KOMMApoMmeTauum M T.M.) U XpaHeHus (3anucbiBaloT Maponu Ha
OymaxHble HOCUTENW, NepefarT KMAYM JOocTyna TpeTbMMm nvuam U T.N.) UM He
OCBEZIOMSIEHbI O HUX.

B cenbckom coBeTe BBedeHa napofibHas MONUTUKa, npegycMmaTpmBatoLlas
Tpebyemylo CNOXHOCTb Mapond U MEepPUOAMYECKYD ero CMeHy, BBedeHa MonuTuka
«4YMUCTOr0 CTOMa», OCYLLUECTBMNSAETCHA KOHTPOSb 3a WX BbINOSIHEHMEM, MNOSib30BaTENM
NPOVHCTPYKTUPOBAHbI O NapOSIbHOM NOSMIMTUKE M O OENCTBUAX B Criyvasx ytpaTtbl Unu
KOoMnpomMeTaLmm naponen.

BepoaTHOCTb peanusauunm yrposbl - HA3Kas.
HenpegHamepeHHas moandukaums (yHUYTOXEHNE) nHopmMaumm coTpyaHuKkamm

Yrposa ocywecTBnseTca 3a CcyeT [OEeNCTBUA  YernoBeyecKoro  pakrtopa
nono3oatenen NCI[OH, koTopble HapyLlaT NOSIOXEHNA NPUHATLIX NpaBus paboTbl C
NCIOH nnu He ocBegOMIEHbI O HUX.

B cenbckom coBeTe OCyLlecTBNSETCA pe3epBHOE KonNnpoBaHne obpabaTtbiBaeMbix
MAOH, nonb3oBaTENM NPONHCTPYKTUPOBaHbI 0 pabote ¢ CTOH.

BeposiTHOCTb peanusauum yrposbl - MarioBeposiTHa.
HenpeaHamepeHHoe OTKIoYeHNe CPEACTB 3almThbI

Yrposa OCylwlecTBnsieTca 3a CcyeT [OeNCTBUS  YerioBeYyecKoro  pakrtopa
nonb3oatenen NCIOH, koTopble HapywawT NOSIOXEHNA NPUHATLIX Npasust paboTtbl C
NCIOH n cpeactBamMu 3awmThbl UM HE OCBEAOMITIEHbI O HUX.

B cenbckom coBeTe BBeAEH KOHTPOSMb AOCTYNa B KOHTPONMPYEMYIO 30HY, OBEpU
3aKpbIBAlOTCS Ha 3aMOK, OCYLEeCTBNAETCA pasrpaHudeHne A0CTyrna K HacTponkam
PEXMMOB CPEACTB 3aluThbl, NOSIb3oBaTeNM MPOUHCTPYKTMPOBaHbl 0 pabote ¢ NCTIH.

BeposiTHOCTb peanuaaumm yrposbl - MarioBeposiTHa.
Bbixoa 13 cTposi annapaTHO-NporpaMmHbIX CPeacTB
Yrpo3a ocyllecTBnsieTcs BCNEeACTBME HECOBEPLUEHCTBA anmnapaTHONPOrpaMMHbIX

CpeacTB, U3-3a KOTOPbIX MOXET NPOUCXOAUTb HapyLleHne LenoCTHOCTU U OOCTYMHOCTH
3auwmuiaemMon nHopmauuu.



B cenbckom coBeTe OCYLECTBNSET pPe3epBMPOBAHUE KIOYEBbLIX ONEMEHTOB
NCMOH.

BepoaTHOCTb peanusauum yrposbl - MarioBeposiTHa.
C6own cuctembl aneKkTpocHabxeHus

Yrposa ocyLecTBnsAeTcH BCneacTene HecoBepLUEHCTBA CUCTEMBI
9NEKTPOCHABXEeHNSA, M3-3a 4ero MOXeT MPOMCXOOUTb HapylleHue LEenOCTHOCTU W
AOCTYMHOCTU 3aLumiaemMon nHpopmaumn.

B cenbckom coBete kKo BceM kKntodveBbiM anemeHtam WCIIOH noakntoyeHsl
NCTOYHMKM BecnepebonHOro NUTaHuMs U/MNn OCyLLECTBNSET pe3epBHOE KONUPOBaHWE
MHopMauuu.

BepoaTHOCTb peanusauumn yrposbl - MasioBepOSiTHA.
CtuxumHoe deacreue

Yrpo3a  OCyLlecTBNsieTCA  BCMEeACTBME  HecobnoaeHust Mep  MoXXapHom
B6esonacHocTw.

B cenbckoM coBeTe YyCTaHOBMEHa MOXapHasi CUrHanu3auusi, nonb3oBaTenw
NMPOUHCTPYKTMPOBAHbI O AENACTBUSAX B Crly4ae BO3HMKHOBEHUS BHELUTATHbLIX CUTYaLMNA.

BeposAiTHOCTb peanuaaumm yrposbl - MarioBeposiTHa.

Yrpo3bl npeaHamMepeHHbIX 4eNCTBUA BHYTPEHHUX HapyLuuTenemn
[ocTyn K nHdpopmaunmn, mognukauma, YHUUTOXEHNE NULaMu,
He JonyLleHHbIMK K ee 0bpaboTke

Yrposa ocyulectenserca nytem HC[] BHEWHMX HapylumMTenen B noMmelleHus, rae
pacnonoxeHbl anemeHTbl CIMOH n cpeacrtea 3awmTtbl, a Takke npoucxogut paboTta
nonb3oBaTenen.

B cenbckom coBeTe BBeOeH KOHTPOJ1b OOCTYyMNMa B KOHTPOJIMPpyEMYIO 30HY, OBEPU
3aKpbIBalOTCA Ha 3aMOK.

BeposiTHOCTb peanuaaumm yrposbl - MarioBeposiTHa.

PasrnaweHne nHgopmaunmn, mogndukaumns, YHUHTOXKEHNE
COTpyAHMKaMK SOMNyLLEHHbIMUK K ee 06paboTke

Yrposa ocywecTBnsieTcs 3a CcyeT [OENCTBUA  YerioBeYyecKoro  pakrtopa
nono3oBatenen WCIOH, KoTOopble HapywawT TMOfoXKEeHUss O HepasrnalleHun
obpabaTbiBaemMon nHpopmaLumm Nnn He 0CBEAOMIIEHbI O HUX.

B cenbckom coBeTe Monb3oBaTenM OCBEAOMSIEHbl O Mopsigke paboTbl C
NepcoHanbHbIMW [aHHbIMKW, a Takke nognucanu [oroBop O HepasrnaweHuu.
BeposiTHOCTb peanusauum yrposbl - MarioBeposiTHa.

prO3bI HEeCaHKUMOHNPOBAHHOIO A0CTyna rno KaHajiamMm CBA3U



B cootBetctBUM C «TunoBon Moaenbk yrpo3 6e30nacHOCTM NepCoHarbHbIX
AaHHbIX, obpabaTtbiBaeMbix B pacnpeaeneHHbix VCIOH, nmetlowmx noaknoyeHne K
ceTsiM obLLero Nonb3oBaHUA n (UNKM) MeXXgyHapoaHOro MHAPOPMaLUMOHHOro obmeHa» (.
6.6 basoBon mogenun yrpo3 6e30nacHOCTN NepcoHarnbHbIX AaHHbIX NpK nx obpaboTke B
MH(POPMALMNOHHBIX CUCTEMax MepPCOHanbHbIX OAHHbIX, YTBEPXOEHHOW 3amecTutenem
anpekTtopa PCTIK Poccum 15 cespans 2008 r.), ona NCIOH MOXHO paccmaTpuBaTth
cnegywoowune yrposbl, peanu3yemble C WCMOMb30BaHMEM [MPOTOKONIOB MEXCeTeBOro
B3aMMOOEeNCTBUA:

- yrpo3a «AHanua ceTeBoro Tpaduka» ¢ nepexsatomMm nepegasaemon n3 VCIOH n
NPUHMMAaEMON N3 BHELLHUX ceTen NHdopmaLumu;

- Yrposbl CKaHUPOBaHWS, HarpaBfieHHble Ha BbIBfiEHME Tuna WM TUMNOB
NCNOnb3yeMbIX OMEepPaLMOHHbIX CUCTEM, CeTeBbIX agpecoB pabounx ctaHumn VCTIOH,
TOMOSIOrMKN CETU, OTKPLITLIX MOPTOB U CIYX6, OTKPbITLIX COEANHEHUI U AP.;

- Yrpo3bl BbISIBNIEHMS Naporfien no ceTu; - Yrpo3bl HaBsi3blBaHWE JTOXHOIO
mMapLupyTa ceTu;

- Yyrpo3bl NOAMEHbI JOBEPEHHOrO ObbekTa B CETU; - Yrpo3bl BHEAPEHUS NOXHOMO
obbekTta kak B ICINIOH, Tak 1 BO BHELLHUX CETAX;

- yrpo3bl TMnNa «OTka3z B o6CnyXuBaHuM»; - yrposbl yAaneHHoOro 3anycka
NPUNOXeEHNN,

- Yrpo3bl BHEAPEHUS MO CETU BPEAOHOCHbLIX MpOorpamMmm.
Yrposa «AHanus ceTeBoro Tpadguka

OTa yrposa peanusyeTcd C MOMOLUbI0 CheunanbHOM MporpamMMbl aHanusatopa
nakeToB (sniffer), nepexeBaTbiBaloLen BCe NakeTbl, NepegaBaeMble N0 CErMEHTY CeTU, U
BblOENALWEN Cpean HMUX Te, B KOTOPbIX nepeaarTca naeHtTudukatop nonb3osaTtens u
ero napons. B xoge peanusauuun yrposbl HapyLwmnTesb:

- n3yyaet noruky pabotbl UCIIOH - TO eCTb CTPEeMUTCA NOSyYuTb OAHO3HAYHOE
COOTBETCTBME COOLITMIA, MPOUCXOASALWMX B CUCTEME, U KOMaHA, Nepecbinaembix npu
3TOM XOCTaMu, B MOMEHT NOABMEHMNSA JaHHbIX cOObITUI. B ganbHenwem 310 No3Bonset
3M0YMbIWIEHHNKY Ha OCHOBE 3ajaHusi COOTBETCTBYHOLUMX KOMaHA MNosyyYuThb,
Hanpumep, NPUBUIErMpoBaHHbIE NpaBa Ha AENCTBUSA B CUCTEME UNU pacLUMPpUTbL CBOU
NONMHOMOMYMUSA B HEWN;

- nepexsaTbiBaeT MOTOK nepefaBaeMblX [aHHbIX, KOTOpbIMW OOMeHMBatoTCA
KOMMOHEHTbI CETEBOW OMNepauuoHHOM CUCTEMbI, AN U3BIeYeHUs KOHuaeHumansHom
WM - NOeHTUUKaUMOHHON  MHopMauMM  (Hanpumep, CTaTMYecKUx  naponen
nonb3oBaTenien Ans Aoctyna K yaaneHHbIM xoctam no npotokonam FTP n TELNET, He
npegycMaTpmBaroLLnX WNGpPOBaHKE), ee NoAMEHbI, MoguduKaLmm m T.0.

MepexBaT B npegenax KOHTPONMPYEMOWN 30Hbl BHELLHUMW HapyLUMTENSMM

B cenbckom noceneHun BBeOEH KOHTPOIb OOCTyna B KOHTPONUMPYEMYHO 30HY,
[IBEPW 3aKPbIBAOTCHA Ha 3aMOK.

BeposiTHOCTb peanusaumm yrposbl - MariloBeposiTHa.



Yrposa «CkaHupoBaHue ceTu»

CylwHoCTb npouecca peanusauuu yrposbl 3akfoyaeTca B nepegade 3anpocosB
ceteBbiM cnyxbam xoctoB UCIOH n aHanm3e oTBeTOB OT HUX. Llenb - BbisBNeHue
MCNONb3yeMbIX MPOTOKOSIOB, [OOCTYMHbIX MOPTOB  CETEBbIX CNyXb, 3akoHOB
dopmMnpoBaHMs MOEHTU(PUKATOPOB COEAUHEHUN, ONpeaerieHne akTUBHbIX CEeTEBbIX
cepBuCcoB, N0AOOP NOEHTUAMKATOPOB M Naporien Nonb3oBaTenen.

BeposaTHOCTb peanusaumm yrposbl - MaroBepoaTHa.
Yrposa BbISIBIEHUS naposnemn

Llenb peanusaumm yrposbl coctout B nonydeHun HC[I nytem npeogoneHus
NaponbHOM 3awWnTbl. 3MOYMbILINEHHUK MOXET peann3oBbiBaTb Yrpo3y C MOMOLLbHO
uenoro psga MeTogoB, Takmx Kak npoctom nepebop, nepebop € ucnorb3oBaHUEM
cneumanbHbIX crioBapen, ycTaHOBKa BpeLOHOCHOM NporpaMmMbl A48 nepexsara napons,
nogMeHa posepeHHoro obbekta cetu (IP-spoofing) n nepexsat naketoB (sniffing). B
OCHOBHOM A1191 peanu3auumn yrpo3sbl UCMOMb3YTCA cneyunarbHble NporpaMmmMbl, KOTOpble
NbITAOTCA MOMy4YUMTb AOCTYN XOCTY NyTeM nocregoBaTernbHOro nogbopa naponen. B
crniydae ycnexa, 3royMblIlNEeHHUK MOXeT co3aaTb Ana cebsa «npoxog» Ans byayuiero
AocTyna, KoTopbin 6ygoeT OencTBoBaTb, JaXe €CniM Ha XOCTe W3MEeHUTb naporsib
aoctyna.

BeposAiTHOCTb peanusaumm yrposbl - MarioBeposiTHa.
Yrposbl HaBA3bIBaHNE NOXHOrO MapLupyTa ceTu

[aHHass  yrposa peanusyetcd OOHMM U3 OBYX  crnocoboB:  nyTtem
BHYTPUCEINMEHTHOIO UMM MEXCErMEHTHOro HaBA3blBaHUSA. BO3MOXHOCTb HaBA3bIBaHUSA
NOXHOro  MapwpyTta obycrnoBneHa HegocTaTkamu, MPUCYLWIMMKW  anroputMam
Mapwpytmsaumm (B 4acTHOCTW, WU3-3a nNpobnembl wnaeHTUdUKaUMN  CceTeBbIX
yrnpasnsoLWmnx YCTPONCTB), B pe3dyrnbTaTe Yero MOXHO nonacTb, HanpuMmep, Ha XOoCT Unu
B CETb 3MOYMbILWMEHHNKE, TAe MOXHO BOWTU B OMEpauMOHHYK cpedy TEeXHWYEeCKOro
cpeactBa B coctaBe WCIMOH. Peanuszauum  yrpo3bl  OCHOBbIBAeTCA  Ha
HEeCaHKUMOHNPOBAHHOM WCMOMb30BaHMM npoTokonioB mapwpytusauun (RIP, OSPF,
LSP) u ynpasnenusa cetbto (ICMP, SNMP) ans BHeceHUs U3MEHeHW B MapLUpyTHO-
agpecHble Tabnuupl. Mpy aTOM HapywmnTento HeobxoaMMo nocnatb OT UMEHU CETEBOrO
yrnpasnsoLLero ycTponcTaa (Hanpumep, MapLupytusartopa) ynpasnsioLlee coobLieHuve.

BeposiTHOCTb peanuaaumm yrposbl - MarioBeposiTHa.
Yrpo3bl NogMeHbl JOBEPEHHOIO 06bEKTA

Takasa yrposa adpdpeKkTUBHO peanu3yeTcs B CUCTeMaX, B KOTOPbIX NMPUMEHSIOTCS
HEeCTOVKME anropuTMbl naeHTUdUKaLMM N ayTeHTUUKaLmMn XoCcToB, nosib3oBaTenen n
T.4. MNoa foBepeHHbIM 06BEKTOM MOHMMAETCH OOBbEKT CeTu (KOMMNbIOTEP, MEXCETEBOW
9KpaH, MapLupyTM3aTop M T.M.), ieranbHO NOAKMOYEHHbIV K CEepBEPY.

MoryT GbITb BblaeneHbl ABe Pa3HOBMAHOCTM MpolLecca peanusauuy ykasaHHOWN
Yrpo3bl: C yCTaHOBNEHNEM 1 6e3 yCTaHOBIEHMS BUPTYaribHOrO COeAMHEHMS.



Mpouecc peanusauum C yCTaHOBMEHWEM BUPTYanibHOrO COEOMHEHUS COCTOUT B
NPMCBOEHNM MpaB [JOBEPEHHOro cybbekta B3aMMOLENCTBUS, 4YTO MO3BOMSET
HapyLLMTEN0 BECTU ceaHc paboTbl C 0OGBHLEKTOM CETU OT MMEHU AOBEPEHHOIO CybObLEKTa.
Peanunsaums yrposbl JaHHOro Tuna TpebyeT NpeoaosnieHns cuctemMsl MaeHTudmkaumm n
ayTeHTudukaunm coobeHunn (Hanpumep, ataka rsh-cnyxoel UNIX-xocTa).

Mpouecc peanu3aummn yrpo3bl 6e3 yCTaHOBMEHMS BUPTYyanbHOIO COELMHEHWS
MOXeT MMETb MECTO B CeTsX, OCYLLEeCTBMSALWMX MAeHTUdMKALMIO nepeaaBaemblxX
coobLLeHMIn TONbKO NO ceTeBOMYy agpecy oTnpaButens. CylWHOCTb 3aknoyaeTcs B
nepegade CnyxebHbIX COOOLLEHUA OT MMEHM CeTEeBbIX YMPaBNSALWMUX YCTPOMCTB
(Hanpumep, OT MMEHW MapLipyTusaTopoB) 06 WM3MEHEHUN MapLUPYTHO-aapPEeCHbIX
[AaHHbIX.

B pesynbTate peanusauuu yrposbl HapywwuTenb nofydyaet npasa AdocTyna K
TexHudeckomy cpenctsy VCIMOH - uenu yrpos.

BeposATHOCTb peanuaaumm yrposbl - MariloBeposiTHa.
BHeapeHue noxHoro o6bekTa cetu

OTa yrpo3a OCHOBaHa Ha WUCMOMb30BaHUN HEAOCTATKOB afiropuTMOB yAaneHHOro
noucka. B cnyyae ecnun ob6beKkTbl CETU U3HaYaribHO HEe UMEIT agpecHON MHgopMaunm
ApYyr o gpyre, UCMNONb3yKTCA pasnuUYHble MPOTOKOMbl yAaneHHOoro noucka (Hanpumep,
SAP B cetax Novell NetWare; ARP, DNS, WINS B ceTax coO CTeKOM MpOTOKOJSIOB
TCP/IP), 3akntovarowmecs B nepegade no cetn crneumasbHbIX 3anpocoB U MOSyYeHUn
Ha HUX OTBETOB C WCKOMOW WHGopMauunen. [lpy 3TOM cyllecTByeT BO3MOXHOCTb
nepexesaTa HapywuTenem MOMCKOBOro 3arnpoca M Bbl4adn Ha Hero fI0KHOro OTBeTa,
NCnonb30BaHWe KOTOPOro npueeaeT K TpebyemMoMy MaMeHeHnio MapLUpyTHO-aapeCcHbIX
AaHHbIX. B ganbHenwem Becb NMOTOK MHopMaumm, acCouMMPOBaAHHLIM C OOBEKTOM-
XepTBon, ByaeT npoxoanTb Yepes NOXHbIM OOBbEKT ceTu.

BeposaTHOCTb peanusauum yrposbl - MarnoBeposiTHa.
¥Yrposbl Tvna «OTka3 B 06CnyxnsaHum»

OTK yrpo3bl OCHOBaHblI Ha HedocTaTkax CETEeBOro MporpaMMHOro obecneyeHus,
€ero  ysI3BUMOCTSIX, MO3BOMSIOMX  HapyliMTen co3daBaTb  YCMOBWS,  Koraa
onepaumoHHas cucTemMa OKasblBaeTCsi He B COCTOSIHUM oGpabaTbiBaTb MocTynatowime
nakeTbl.

MoryT ObITb BblAeNeHbl HECKOMbKO Pa3HOBUAHOCTEN Takux yrpoa:

- CKpbITbIN OTKa3 B OOCMYXMBaHWW, BbI3BAHHbIN MPUBIIEYEHNEM YACTU PECYPCOB
NCIMNOH Ha obpaboTky nakeToB, nepedaBaeMbiX 3MOYMbILLIEHHUKOM CO CHUXXEHUEM
NPOMYCKHOM CNOCOBHOCTM KaHasnoB CBA3W, MPOM3BOAUTENBHOCTN CETEBbIX YCTPOWCTB,
HapyweHnem TpeboBaHun kK BpemeHn obpaboTkm 3anpocos. Npumepamu peanusaunm
yrpo3 nogobHOro poaa MOryT ChAyXUTb: HanpaBMeHHbIA LWTOPM 3X0-3arnpoCoB MO
npotokony ICMP (Ping flooding), wtopm 3anpocoB Ha yctaHoBneHne TCP-coeanHeHwui
(SYN-flooding), wtopm 3anpocos k FTP cepsepy;

- SIBHbIN OTKa3 B 06CnyxXnBaHuu, Bbi3aBaHHbIM ncdepnadmem pecypcos VCIOH npu
obpaboTke nakeToB, nepefaBaeMblX 3OYMbILUIIEHHUKOM (3aHATUE BCEW MOMOoChl
NpOMyCcKaHsl KaHanoB CBSA3W, NepenofiHeHMe oyepenen 3anpocoB Ha obCcnyXuBaHue),



Npy KOTOPOM rerasnbHble 3anpocbl He MoryT 6bITb nepedaHbl 4epe3 ceTb U3-3a
HeJOCTYNHOCTM cpeabl nepefadn, nubo nonyyawT oOTKaz B o0b6cnyxvBaHuM BBUAOY
nepenonHeHMs oyepenen 3anpocoB, [OUCKOBOrO MNpPOCTpaHCTBaA NamMsatTM w  T.4.
Mpumepamun yrpo3 AaHHOrO TuMa MOryT CIYXWUTb LUTOPM LuMpokoBewaTtenbHbix ICMP-
axo-3anpocoB (Smurf), HanpaeneHHbin wTopMm (SYN-flooding), wTopm coobeHunn
no4yTtoBoMy cepsepy (Spam);

- SIBHbIM OTKa3 B 06CNyXNMBaHWW, BbI3BaHHbIA HapYyLUEHWEM FOrMYeCcKon CBA3HOCTU
mexay TexHndecknm cpeactesamm VCTOH npu nepegaye HapyLimTenem ynpasnstoLmx
COOOLLEHNN OT UMEHM CeTeBbIX YCTPOWCTB, NPUBOOALLUMX K U3MEHEHWUO MapLUpYTHO-
agpecHblx gaHHbix  (Hanpumep, ICMP  Redirect Host, DNS-flooding) wnn
NOEHTUPUKALUNOHHON U ayTEeHTUPUKALUMOHHON WHGOPMaUuK; - HBHbIW OTKas B
obcnyxmBaHum, Bbl3BaHHbIN nepegadyen  3r0YMbILLIEHHUKOM naketoB C
HecTaHOapTHbIMKM aTpubytamm (yrposbl Tuna «Landy», «TearDrop», «Bonk», «Nukey,
«UDP-bomby») mnnu umewowmx AnvHY, NPEBbIWAOLWYH MaKCcuMarbHO [OMyCTUMBbIN
paamep (yrposa tuna «Ping Deathy), 4To MoxeT npmBecTn K cOOK CeTEBbLIX YCTPOWCTB,
yyacTBylLWMX B 06paboTke 3anpocoB, NpW YCrOBMM HanuMyus owmnbok B nporpaMmmax,
peanuayroLmnx NPOTOKOSbl CETEBOro 0OMeHa.

Pesynbtatom peanusaumMm [aHHOWM  yrpo3bl MOXeET CTaTb  HapylleHue
paboTOCNOCOOHOCTM  COOTBETCTBYHOLWEN CNyxbbl nNpeaocTtaBneHnsa  yaaneHHoro
poctyna k NAH B NCI[H, nepegaya ¢ ogHOro agpeca Takoro KonmyecTtea 3anpocoB Ha
NnoaKIYeHne K TexHuveckomy cpenctsy B coctaBe WCII[OH, koTopoe MakcumarnbHO
MOXET «BMECTUTbY» Tpaduk (HanpaBneHHbIN «LITOPM 3anpoCoOB»), YTO BrieYeT 3a coboMn
nepenonHeHne oyepeam 3anpoCoB M OTKa3 OOHOW U3 ceTeBbIX CAyX0 unv nonHas
octaHoBka NCI1[H n3-3a HEBO3MOXHOCTU CUCTEMbI 3aHMMATbLCA HUYEM OPYrMM, Kpome
06paboTkn 3anpocos.

BeposaTHOCTb peanusaumm yrpo3sbl - MarioBeposiTHa.
Yrpo3bl yaaneHHoro 3anycka npunoxeHun

Yrposa 3aknoyaeTtca B cTpemsieHMm 3anyctutb Ha xocte WCIIOH pasnuyHble
npeaBapuTenbHO BHEOPEHHbIE BPEAOHOCHbIE MNpPOrpamMmbl:  NPOrpamMMbl-3aknagku,
BUPYCbl, «CeTeBble  LUMNWOHbI», OCHOBHAas LUefb KOTOPbIX -  HapyleHue
KOH(pMOeHUManbHOCTH, LEeNOCTHOCTWN, AOCTYNHOCTU MHOPMaLUN U NOSTHbIA KOHTPOSb
3a paboTomn xocta. Kpome Toro, BO3MOXEH HECAHKLMOHUPOBAHHbLIN 3anyCcK NpUKagHbIX
nporpaMmm nosnb3oBaTenen Ans HeCaHKLMOHUPOBAHHOIO MOSyvYeHnss HeobXxoanMbix
HapywuTeno daHHbIX, AN9 3anycka ynpasnseMblX MpUKNagHoW nporpamMmmMon
npoueccoB u Ap.

Boligenstot TpW noakrnacca AaHHbIX Yyrpoa:

- pacnpocTpaHeHne aiinos, CoaepXallumx HeCaHKLIMOHUPOBAaHHbIV UCMOMHAEMbIN
Ko,

- yAaneHHbI 3anyck MNPUMOXeHUs NyTem nepenoriHeHust Bydepa MpUnoXeHUn
CEpBEpPOB;

- y,D,aJ'IeHHbII‘/'I 3anyckKk npunoxeHumda nytem ucnosfib3oBaHuA BO3MOXXHOCTEWN
yoaneHHoro ynpaslieHuA cucTemon, npenocraBnAaAemMbIX CKpPbITbIMU NporpaMMHbIMAN U
annapaTtHbIMX 3aKiagkamu, nnbo ncnosnb3yeMbiM LUTATHbIMKU CpeacTBamMu.



TunoBble Yyrpo3bl NepBOro U3 YyKasaHHbIX MOAKNACCOB OCHOBLIBAOTCA Ha
aKTMBM3aLUMM pacnpocTpaHseMblX annos npu crydanHoMm obpaweHun K HUM.
Mpumepamu Takux oannioB MOTryT CNYXUTb: hannbl, coaepkallme NCMONHAEMbIN KoL B
BU, OOKYMEHTbI, cogepxalime ucnonHaemMmbln Kog B Buae anemeHtoB ActiveX, Java-
annneToB, MHTEPNPETUPYEMbIX CKPUNTOB (Hanpumep, TekcTbl Ha JavaScript); dannsi,
cogepxalime ucnonHsemble Koabl nporpamm. [ns pacnpocTpaHeHus annos MoryT
NCNonb30BaTbCs CNYX0bl 3NIEKTPOHHOM NOYThI, Nepeaayn ¢gannos, cCeTeBON (hannoson
CUCTEMbI.

Mpn yrposax BTOPOro nofknacca MWCNOMb3YTCA HeoCTaTku Mporpamm,
peanuaylolmnx ceTeBble CEpPBUCbI (B 4YaCTHOCTM, OTCYTCTBME KOHTpOns  3a
nepenosiHeHnem 06ydepa). HacTponmkon CUCTEMHbIX PEMMCTPOB WHOraa ypaetcs
NepeknoyYnTb NpoLeccop nocrie npepbiBaHus, BbI3BaHHOrO nepenoriHeHnem Bydepa,
Ha MCMNONHEeHMe Koaa, coaepxallerocs 3a rpaHuuen dydgepa. MNpumepom peanusauum
TakoWn yrpo3bl MOXET CMYXUTb BHeApEeHMe LUMPOKO U3BECTHOro «Bupyca Moppuca.

Mpn yrposax TpeTbero nogknacca HapywuTenb WCNONb3yeT BO3MOXHOCTM
yOaneHHOro YynpaefeHus CUCTEMOWN, NpefocTaBnAsieMble CKPbITbIMM - KOMMOHEHTaMu
(Hanpumep, «TposiHCKUMWY nporpammamu Tuna Back. Orifice, Net Bus), nu6o
WTaTHbIMM CpeacTBaMy YyNpaBfeHus U agMUHUCTPUPOBAHUST KOMMbIOTEPHBIX CETEN
(Landesk Management Suite, Managewise, Back Orifice u 1.n.). B pesynbtate ux
MCNonb30BaHUA yaaeTcs 400MTbCA yaaneHHoro KOHTPONs Hag CTaHUMEN B CETH.

B opraHusaumm npuvMeHsieTcs  MONUTMKA  OrpaHWYEHHOrO  UCMOSNb30BaHUS
nporpaMM, yaaneHHoe ynpaeneHve 3anpeLleHo, BeposTHOCTb peanu3auun yrposbl -
mMarnoBeposTHa.

erosbl BHEOpPEHUA No ceTn BpeAOHOCHbIX nporpamMmm

K BpedoHOCHbIM nporpamMmmaM, BHeApsieMblM MO CeTW, OTHOCATCA BUPYCHI,
KOTOopble At CBOEro pacnpoCTpaHEeHUs akTUMBHO WCNOMb3YT MNPOTOKONbI W
BO3MOXHOCTU JoKarnbHbIX W rnobanbHbix ceTen. OCHOBHbIM MPUHUMMIOM paboThl
CETEeBOro BMpyca SBMSIETCA BO3MOXHOCTb CaMOCTOATENbHO MepedaTtb CBOWM KO4 Ha
yaaneHHbln cepBep unn pabodyto ctaHumoo. «lMonHoueHHble» ceTeBble BUPYChbl NpU
3TOM 06nagarwT ele M BO3MOXHOCTbIO 3arnyCTUTb Ha BbINOSIHEHWE CBOW KOO Ha
yaaneHHOM KOMMblTepe unnm, No KparvHen Mepe, «NOATOSMKHYTb» MoNnb3oBaTens K
3anycky 3apaxeHHoro gaunna.

BpenoHocHbIMM nporpammammn, obecnednsatowmmm ocywectesnenHne HCI, moryt
ObITb:

- MporpamMmbl noaGopa 1 BCKPLITUSA Naponen;
- Nporpammbl, peanuayroLume yrposbl;

-nporpamMmmbl, OEeMOHCTpupyrowine ncnosnb3oBaHne HeaeKnapnpoBaHHbIX
BO3MOXXHOCTEN nporpamMmMmHOro n nporpamMmmMmHo-annapaTtHoro obecneveHns |/|C|_|,D,H;

- NporpamMmbl-reHepaTopbl KOMMNbHOTEPHbLIX BUPYCOB;

- nporpamMmmbl, OeMOHCTpUpyrwLwine ya3BMMOCTU CpeacTtB 3alliuThbl I/lHCbOpMaLI,I/II/l n
ap. BepOFITHOCTb peanun3aunmn yrposbl - MarioBepodTHa.
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